PART B

	Automated Checks



This is one out of many examples for a simple Perl scripts that scans a IIS webserver for existing files/directories (contained in the input file iis.txt).
use LWP::UserAgent;
my $url = "212.41.205.98";
open (DICT, "iis.txt");
my @lines = <DICT>;
chomp @lines;  
foreach $line (@lines)
{my $request = new LWP::UserAgent;
my $output = $request->get("http://$url$line");
if($output->is_success()) 
{print "url found: $line\n";}}

Following is the .Net code that will execute and get the results from the automated checks. Highlighted portions are what the .net platform will be interested in.
ProcessStartInfo perlStartInfo = new ProcessStartInfo(@"d:\Perl\bin\perl.exe");
perlStartInfo.Arguments = "c:\\simple_urlscan.pl " + "c:\\randomefilename.txt";
perlStartInfo.UseShellExecute = false;
perlStartInfo.RedirectStandardOutput = true;
perlStartInfo.RedirectStandardError = true;
perlStartInfo.CreateNoWindow = false;
Process perl = new Process();
perl.StartInfo = perlStartInfo;
perl.Start();
perl.WaitForExit();
string output = perl.StandardOutput.ReadToEnd();

Explanation
For the simple_urlscan.pl the input is a list of URLs.
1. On the web I provide an input field for it.
1. Then I write a .net wrapper class that will create the input file.
1. Then I use the above code to execute the script and read the output.

You as a Perl developer will ideally not require interacting with the data base at all. What you would do is to dictate the input file data structure (text file format) so the web developer could generate it. 

Rules of perl script
1. You MUST NOT HARDCODE THE FILE NAME , 
1. You Must take the full file path as a parameter.
1. You can create a temporary working file for the purpose of the script
1. The output must be return to the STDOUT. (so the web developer  can read it via the .net code above)
1. If the Perl script produces a trace image, the output should send a list of image files that the web developer created.

More scripts
Below you find a lot of ready to use Perl scripts or URL’s that will help get the information All is optional – if you feel you can program it yourself faster: give it a try!). They all need to be adapted so the input variables will be delivered via the frontend and the output is parsed into the DB and finally is also visible within the frontend. The following list covers about ¾ of the automated checks.  A few more will come.

	Test Category
	Infos to collect/Question
	Tool/Link

	DNS
	Get the nameservers
	


(or http://ha.ckers.org/fierce/ also is a nice perl doing some of the stuff)


	DNS
	get the MX record
	

	DNS
	Perform axfr queries on nameservers
	

	DNS
	Get extra names via google scraping
	

	DNS
	Brute force subdomains from file
1. Option 1. Small txt input file
1. Option 2: big txt input file
	

	DNS
	WHOIS
	


	DNS
	Typosquatting
	http://serversniff.net/typosquatting.php 

	DNS
	Find Top level domains
	


	DNS
	Find hostnames on a IP
	http://serversniff.net/content.php?do=hostonip 

	DNS
	What domains can be found using google?
	http://code.google.com/p/dnschk/ 

	DNS
	SOA (State of Authority) record
	

	DNS
	SOA (State of Authority); serial numbers
	

	DNS
	Is there an a-record for the domain?
	

	DNS
	Fingerprint
	http://code.google.com/p/dnschk/

	DNS
	Check DNS servers against the kaminsky
	http://code.google.com/p/dnschk/

	DNS
	Is there a SPF record?
	

	DNS
	Get nameserver version
	http://code.google.com/p/dnschk/

	DNS
	Get reverse DNS records for ip ranges
	


	WEB
	What URL?s can be extracted from a website?
	http://code.google.com/p/urlgrep/

	Information Gathering
	What results can be collected from a fast portscan?
	http://pentestmonkey.net/yaptest/overview/yaptest-overview 

	IG
	What ports (UDP/TCP) can be detected?
	http://code.google.com/p/nmap-parser/ 

	Web
	What Webvulnerabilities can be detected with nikto?
	http://cirt.net/nikto2 

	Web
	What CMS can be detected?
	http://code.google.com/p/cms-explorer/ 
http://code.google.com/p/web-sorrow/ 

	Web
	Is Webdav enabled and can it be exploited?
	http://code.google.com/p/davtest/ 

	Web
	How is the SSL quality of the target site?
	http://code.google.com/p/sslaudit/ 

	Web
	Can login pages be detected?
	http://code.google.com/p/web-sorrow/
http://packetstormsecurity.org/files/92222/Admin-Control-Panel-Finder-2.0.html 

	Web
	What error messages can be generated?
	http://code.google.com/p/web-sorrow/

	Web
	Can any interesting file be spottet?
	http://code.google.com/p/web-sorrow/

	Web
	Is the Apache server vulnerable to a Range Header Dos?
	http://code.google.com/p/apache-range-header-test/

	Web
	SQL injection possible?
	http://code.google.com/p/bsqlbf-v2/ 
http://code.google.com/p/firefuzzer/
http://code.google.com/p/skipfish/

	Web 
	XSS possible?
	http://code.google.com/p/firefuzzer/
http://code.google.com/p/skipfish/

	Web
	Is there a vulnerability in the Joomla CMS?
	http://packetstormsecurity.org/files/106444/Joomla-Web-Scanner-1.7.html

	Web
	Fuzzing: what results are generated with a fuzzer?
	http://packetstormsecurity.org/files/104872/Short-Fuzzy-Rat-Scanner.html

	Web
	What information can be read from the HTTP banner?
	http://packetstormsecurity.org/files/104569/Plomp-Banner-Grabber.html

	Web
	Is it possible to exploit a vulnerability in AWSTATS?
	http://packetstormsecurity.org/files/82352/AWStats-migrate-Remote-Command-Execution.html 

	SMTP
	Relay/Spoofing possible?
	http://packetstormsecurity.org/files/36831/relayscanner.zip.html 

	FTP
	Can existing FTP account be cracked?
	http://packetstormsecurity.org/files/100647/SSH2FTPCrack-FTP-SSH-Brute-Forcer-0.2.html


	SSH
	Can existing SSH  account be cracked?
	http://packetstormsecurity.org/files/100647/SSH2FTPCrack-FTP-SSH-Brute-Forcer-0.2.htm


	DoS
	How is the host reacting when flooded with UDP packets?
	http://packetstormsecurity.org/files/24362/udp.pl.html 
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tld_expand.pl
#!/usr/bin/perl

#use diagnostics;		
#use Data::Dumper;				# Data struct debugging
#use Getopt::Long qw( HelpMessage VersionMessage :config default no_ignore_case );	
use File::Basename;				
use Net::DNS;

if ($#ARGV<1){die "Usage tld-expand.pl input.file output.file\n";}

#	----------------------------
#	Load TLDS
#
#	DNS/whois manupilations
#	----------------------------
sub loadTLDS()	{
	return dedupe(qw(	com	org     net     edu	mil	gov     uk	af	al	dz	as
				ad	ao	ai	aq	ag	ar	am	aw	ac	au	at
				az	bs	bh	bd	bb	by	be	bz	bj	bm	bt
				bo	ba	bw	bv	br	io	bn	bg	bf	bi	kh
				cm	ca	cv	ky	cf	td	cl	cn	cx	cc	co
				km	cd	cg	ck	cr	ci	hr	cu	cy	cz	dk
				dj	dm	do	tp	ec	eg	sv	gq	er	ee	et
				fk	fo	fj	fi	fr	gf	pf	tf	ga	gm	ge
				de	gh	gi	gr	gl	gd	gp	gu	gt	gg	gn
				gw	gy	ht	hm	va	hn	hk	hu	is	in	id
				ir	iq	ie	im	il	it	jm	jp	je	jo	kz
				ke	ki	kp	kr	kw	kg	la	lv	lb	ls	lr
				ly	li	lt	lu	mo	mk	mg	mw	my	mv	ml
				mt	mh	mq	mr	mu	yt	mx	fm	md	mc	mn
				ms	ma	mz	mm	na	nr	np	nl	an	nc	nz
				ni	ne	ng	nu	nf	mp	no	om	pk	pw	pa
				pg	py	pe	ph	pn	pl	pt	pr	qa	re	ro
				ru	rw	kn	lc	vc	ws	sm	st	sa	sn	sc
				sl	sg	sk	si	sb	so	za	gz	es	lk	sh
				pm	sd	sr	sj	sz	se	ch	sy	tw	tj	tz
				th	tg	tk	to	tt	tn	tr	tm	tc	tv	ug
				ua	ae	gb	us	um	uy	uz	vu	ve	vn	vg
				vi	wf	eh	ye	yu	za	zr	zm	zw	int     gs
				info    biz     su	name    coop    aero ));
	}		# end sub loadTLDS



#	----------------------------
sub loadsubTLDS()	{
#	----------------------------
	return ( "", "com", "co", "ac", "org", "net", "gov", "mil", "mod" );
	}



#	----------------------------
#	Unique
#
#	Returns the unique elements from the passed list.
#	----------------------------
sub uniq(@)		{
#	----------------------------
	my %seen		= ();
	return grep { ! $seen{$_} ++ } @_;	}



#	----------------------------
#	De-Duplicate
#
#		Returns the (case insensitive) unique elements from the passed list.
#	---------------------------
sub dedupe(@)		{
#	----------------------------
	return uniq map { lc $_ } @_;	}
#	----------------------------
sub getHostIP($;$$){my($host,$timeout,$server, )	= @_;
	$timeout	||= 3;
	my $maxcount		= 3;
	$maxcount		= $timeout if ($timeout > 0 && $timeout < 11);

	my $count					= 0;
	my @results;
	my $result;

	while ($count < $timeout && !$result) { my $query = $res->search($host);
		if ($query) {
			foreach my $rr ($query->answer()) {
				next unless $rr->type() eq "A";
				$result	= $rr->address();
				push @results, $result;	}
		return @results;	}
		$count ++;
		}
	return undef;
	}


#	----------------------------
sub mxlookup($;$)	{my( $domain, $mode, )	= @_;
			$mode ||= 0;
#	----------------------------
	my @results				= ();
	my @mxs					= mx($res, $domain);
	my $timeout				= 0;
	foreach my $mx (@mxs)	{
		next unless ( $timeout < 10);
		my $exchange			= $mx->{"exchange"};
		my @addresses			= getHostIP($exchange);
		my $address			= $addresses[0];
		my $data			= $address;
		$data				= "$exchange;$data"	if ( $mode >= 1 );
		$data				= "$data;MX"		if ( $mode >= 2 );
		$data				= "$data;$domain"	if ( $mode >= 3 );
		push @results, $data;	}
	return uniq sort grep $_, @results;
	}



#	----------------------------
#	getting domain back 1
#	----------------------------
sub piecedomain($)	{		my(	$passed, )	= @_;
#	----------------------------
	#find what TLD we are in and remove it
	my @parts				= split /\./, $passed;
	my $lastpart				= $parts[$#parts];
	my $yeah;
	
	foreach my $tld (loadTLDS())	{
		if ( $tld eq $lastpart )	{
			( $yeah, undef )	= split /\.$tld/, $passed;
			last;	}}		# end foreach my $tld (@TLDS)
	@parts					= split /\./, $yeah;
	$lastpart				= $parts[$#parts];
	foreach my $sub_tld (loadsubTLDS())	{
		if ( $sub_tld eq $lastpart )	{
			( $yeah, undef )	= split /\.$sub_tld/, $yeah;
			last;	}}		# end foreach my $sub_tld (@OTHERS)
	return "$yeah";
	}		# end sub piecedomain



#	----------------------------
#	find_net
#	----------------------------
sub findnet($)	{my($iptouse, )	= @_;
#	----------------------------
	my @splitter	= split /\./, $iptouse;
	return join ".", @splitter[0..2];
	}	# findnet

#	----------------------------
sub forward($;$){my( $host,$mode, )= @_;
	$mode		||= 0;
#	----------------------------
	my @results			= ();
	my $query			= $res->search($host);
	return () unless $query;
	foreach my $rr ($query->answer)	{
		next unless ( $rr->type eq "A" );
		my $address			= $rr->{"address"};
		my $data			= $address;
		$data				= "$host;$data"		if ( $mode >= 1 );
		$data				= "$data;FL"		if ( $mode >= 2 );
		$data				= "$data;$host"		if ( $mode >= 3 );
		push @results, $data;	}
	return uniq sort grep $_, @results;
	}

#	----------------------------
sub get_array_from_filename($;$)	{	my ($filename, $comment_char,	) = @_;
	$comment_char	||= "#";
#	----------------------------
	open FILE, $filename or die "Cannot open file $filename";
	my @file_array		= <FILE>;
	close FILE;
	chomp @file_array;
	return grep !/^\s*$comment_char/, @file_array;
	}

#	----------------------------
sub exp_tld($$$)		{	my(	$fh, $wrapper_mode, $domains_ref, ) = @_;
#	----------------------------
	my $baselinedomain			= "bigred-control-sp";
	my $baselinedomain2			= "redbig-control-sp";
	my @TLDS				= loadTLDS();
	#my @TLDS				= qw(cc br fr za nz cz);
	my @SUB_TLDS				= loadsubTLDS();
	my @domains				= map piecedomain($_), @$domains_ref;
	foreach my $tld (sort @TLDS) {
		foreach my $domain (@domains) {
			foreach my $sub (@SUB_TLDS) {
				my $workdomain;
				my $fwork;
				my $fwork2;
				if ( $sub ) {
					$workdomain	= "$domain.$sub.$tld";
					$fwork		= "$baselinedomain.$sub.$tld";
					$fwork2		= "$baselinedomain2.$sub.$tld";	}
				else {
					$workdomain	= "$domain.$tld";
					$fwork		= "$baselinedomain.$tld";
					$fwork2		= "$baselinedomain2.$tld";	}


		my $result	= `nslookup -timeout=3 -retry=2 -query=ANY $workdomain 2>&1`;
				
			if (($result =~ /answer/i) || ($result =~ /internet address/ )) {

					my @mxes		= mxlookup($fwork, 0 );
					push @mxes, mxlookup($fwork2, 0 );
					@mxes			= dedupe(@mxes);
					my @fakemxnet	= map findnet($_), @mxes;

#					Determine the real MX records
					my @realmxes	= mxlookup($workdomain);
					my @realmxnet	= map findnet($_), @realmxes;

#					Check if there's a match
					my $mxflag		= 0;
					foreach my $rmxnet (@realmxnet) {
						foreach my $fmxnet (@fakemxnet) {
							if ( $rmxnet eq $fmxnet ) {
								$mxflag = 1;
								last;	
							}
						}
						last if $mxflag;	}

#					Determine the networks of the fake A records
					my @aaes		= forward("www.$fwork", 0);
					push @aaes, &forward( $fwork2, 0 );
					@aaes			= dedupe(@aaes);
					my @fakeaanet	= map findnet($_), @aaes;

#					Determine the real A records
					my @realaaes	= forward("www.$workdomain");
					my @realaanet	= map findnet($_), @realaaes;

#					Check if there's a match
					my $aflag		= 0;
					foreach my $ranet (@realaanet) {
						foreach my $fanet (@fakeaanet) {
							if ( $ranet eq $fanet ) {
								$aflag = 1;
								last;	}}
						last if $aflag;	}

					if ( ( $aflag == 0 ) && ( $mxflag == 0 ) ) {
						my $output	= $workdomain;
						print $fh $output, "\n";
						print $workdomain, "\n"; }}
				}		# mext $sub
			}		# next $domain
		}		# next $tld
	}



#	============================================================================



my $input_file             = @ARGV[0];
my $output_file            = $ARGV[1];
$res                       = Net::DNS::Resolver->new();

@input                     = get_array_from_filename($input_file);
$wrapper_mode =1;
open OUT, ">$output_file" or die "Cant read output file '$output_file'\n";

  select OUT; $| = 1;
  exp_tld(*OUT, 0, \@input);
  close OUT;
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jarv_reverse.pl
#!/usr/bin/perl

###
### USAGE: perl jarf-rev 10.10.1.1-10.10.1.234
###

if (scalar @ARGV < 1) {die "perl jarf-rev 10.10.1.1-10.10.1.234 \r\n";}

use Parallel::ForkManager;

###
#Sub Routines
###

####
sub do_work{
        my ($search)=@_;
        @nslookupout=`nslookup -timeout=3 -retry=2 $search $ns 2>&1`;
        foreach $line (@nslookupout){
                if ($line =~ /Name:/){
                        ($duh,$returner,@crap)=split(/Name: /,$line);
                }
        }
        $returner=~s/ //g;
        chomp $returner;
        if ($mode==0){
		$tosave=$returner.";".$search.";RL";
	}
	if ($mode==1){
		$tosave=$returner.";".$search.";RL";
	}
	if ($mode==2){
		$tosave=$returner.";".$search.";RL";
	 }
	print "$tosave\n";
}

####
sub dedupe(@){return uniq map { lc $_ } @_;}

####

sub ip2long
{
        my @ips = split (/\./, $_[0]);
        my $binNum = "";
        foreach $tuple (@ips) {
                $binNum = $binNum.dec2bin($tuple);
        }
        $BigNum = bin2dec($binNum);
        return ($BigNum);
}

####
sub dec2bin
{
        my $str = unpack("B32", pack("N", shift));
        $str =~ s/^0+(?=\d)//;
        my $RetStr = "";
        for ($i=0; $i< 8 - length($str); $i++) {
                $RetStr=$RetStr."0";    
        }
        $RetStr = $RetStr.$str;
        return $RetStr;
}

####
sub bin2dec
{
        return unpack("N", pack("B32", substr("0" x 32 . shift, -32)));
}

####
sub long2ip
{
        my $binNum = dec2bin($_[0]);
        my $ipNum = "";
        my $i;
        my $ln;
        if ( ($ln = length($binNum)) < 32) {
                my $Pad = "";
                for ($p=0; $p<32-$ln; $p++) {
                        $Pad.="0";
                }
                $binNum=$Pad.$binNum;
        }
        for ($i=0; $i<32; $i+=8) {
                my $tuple = substr($binNum, $i, 8);
                my $des = bin2dec($tuple);
                if ($ipNum eq "") {
                        $ipNum = $ipNum.$des;
                } else {
                        $ipNum = $ipNum.".".$des;
                }
        }
        return ($ipNum);
}

###
#Main Program starts here
###

$|=1;

my $MAX_PROCESSES = 10;
my $pm=new Parallel::ForkManager($MAX_PROCESSES);

my $subnet=@ARGV[0];
my $ns=@ARGV[1];
my $mode=2;

##get the real length of the range
my ($StartIP, $StopIP) = split (/-/,$subnet);
my $Start=ip2long($StartIP);
my $Stop=ip2long($StopIP)+1;
my $Dif=$Stop-$Start;

if ($StartIP eq $StopIP){$Dif=1;}

## load it up
for (my $z=0; $z < $Dif; $z++) {
        $Longval=$Start+$z;
        $NewIP = long2ip($Longval);
        push @stuff,$NewIP;
}            

## fire away!
foreach $thing (@stuff){
	my $pid = $pm->start("id: $thing") and next;
	do_work($thing);
	$pm->finish();
}
$pm->wait_all_children();
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dnsenum.pl
#!/usr/bin/perl
#
#
#	dnsenum.pl VERSION 1.2.2
#	This version:	- Improvement of output
#			- Added DNS Server Fingerprinting
#		
#	dnsenum.pl: multithread script to enumerate information on
#		a domain and to discover non-contiguous ip blocks.
#	
#	1) Get the host's addresse.
#	2) Get the nameservers (threaded).
#	3) get the MX record (threaded).
#	4) Perform axfr queries on nameservers (threaded).
#	5) Get extra names via google scraping.
#	6) Brute force subdomains from file (threaded).
#	7) Calculate C class domain network ranges and perform whois 
#		queries on them (threaded).
#	8) Perform reverse lookups on C class or/and whois
#		network ranges (threaded).
#	9) Write to domain_ips.txt file non-contiguous ip-blocks results.
#
#	run perldoc on this script for help.
#
#	To install needed modules:
#	sudo perl -MCPAN -e shell
#	and then e.g.: cpan[1]> install XML::Writer
#
#	Copyright (C) 2011 - Filip Waeytens, tixxDZ
#
#       This program is free software; you can redistribute it and/or
#       modify it under the terms of the GNU General Public License as
#       published by the Free Software Foundation; either version 2 of
#       the License, or (at your option) any later version.
#
#       This program is distributed in the hope that it will be useful, but
#       WITHOUT ANY WARRANTY; without even the implied warranty of
#       MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the GNU
#       General Public License for more details.
#
#       You should have received a copy of the GNU General Public License along
#       with this program; if not, write to the Free Software Foundation,
#       Inc., 675 Mass Ave, Cambridge, MA 02139, USA.
#
#
#	Special thanks to all perl developers.
#
#	please see perldoc dnsenum.pl for options and arguments

use strict;
use warnings;#it complains about uninitialized values when it doesn't find address in RR; need to fix later
use Config;
use Term::ANSIColor;
use Getopt::Long;
use IO::File;
use Net::IP;
use Net::DNS;
use Net::Netmask;
use XML::Writer;
use Socket;

my ($ithreads_support, $whois_support, $mech_support, $html_support,$xml_support);

my (%nameservers, %allsubs, %googlesubs);
my (%filesubs, %netranges, %recursubs);
my (@mxservers, @results, @ipblocks, @privateips);
my ($enum, $exp, $help, $noreverse, $update, $whois, $dnsserver);
my ($private, $recursion, $scrap, $threads, $verbose);
my ($dnsfile, $subfile, $dns_tmp, $sub_tmp, $fileips);
my ($domain, $recur, $table, $extend_b, $extend_r);
my ($timeout, $delay, $pages, $ipcount, $ipvalid) = (10, 3, 20, 0, 0);
my ($output);
my $writer;
my $program = 'dnsenum.pl';
my $wildcards = 'pseudorandabcdefuvwxyz0123456789.';
my $VERSION = '1.2.2';

#load threads modules (perl must be compiled with ithreads support)
BEGIN {
	if ($Config{useithreads}){
		eval("	use threads;
			use threads::shared;
			use Thread::Queue;
		");		
		$ithreads_support = 1 unless $@;
	}
}

eval("use Net::Whois::IP qw(whoisip_query);");
$whois_support = 1 unless $@;

eval("use WWW::Mechanize;");
$mech_support = 1 unless $@;

eval("use HTML::Parser;");
$html_support = 1 unless $@;

eval("use XML::Writer;");
$xml_support = 1 unless $@;


print STDOUT $program, " VERSION:", $VERSION, "\n";

GetOptions (	'dnsserver=s'	=>	\$dnsserver,
		'enum'		=>	\$enum,
		'd|delay=i'	=>	\$delay,
		'e|exclude=s'	=>	\$exp,
		'f|file=s'	=>	\$dnsfile,
		'h|help' 	=>	\$help,
		'noreverse'	=>	\$noreverse,
		'p|pages=i'	=>	\$pages,
		'private'	=>	\$private,
		'r|recursion'	=>	\$recursion,
		's|scrap=i'	=>	\$scrap,
		'subfile=s'	=>	\$subfile,
		'threads=i'	=>	\$threads,
		't|timeout=i'	=>	\$timeout,
		'u|update=s'	=>	\$update,
		'v|verbose'	=>	\$verbose,
		'w|whois'	=>	\$whois,
		'o|out=s'	=>	\$output);

usage() if $help || @ARGV == 0;

$domain = lc $ARGV[0];
$fileips = $domain.'_ips.txt';

#options --threads 5 -s 20 -w 
if ($enum) {
	$threads = 5;
	$scrap = 5;# reduced Google scraping to 5 to avoid blockage
	$whois = 1;
}

#module support
if ($threads) {

	if ((!defined $ithreads_support and
	warn "Warning: can't use threads, check ithreads support, and ".
		"(threads, threads::shared, Thread::Queue) modules.\n") ||
		$threads <= 0) {
		$threads = undef;
	}
	else {
		#to handle different ips that belongs to the domain
		share(@results);
		
		#number of ips that will be queried in reverse lookup
		share($ipcount);

		#number of valid ips (taken from reverse lookup responses)
		share($ipvalid); 

		#will contain all valid subdomains 
		share(%allsubs);

		if ($recursion) {
			share(%recursubs);
			share(%nameservers);
		}

		#to save whois netblocks
		share($table);

		#whois and reverse lookup results
		share(%netranges);
	}
}

if ($whois && !defined $whois_support) {
	warn "Warning: can't load Net::Whois::IP module, ".
		"whois queries disabled.\n";
	$whois = undef;
}
if ($whois && !defined $whois_support) {
	warn "Warning: can't load Net::Whois::IP module, ".
		"whois queries disabled.\n";
	$whois = undef;
}
if ($output && !defined $xml_support) {
	warn "Warning: can't load XML::Writer module, ".
		"xml output disabled.\n";
	$output = undef;
}
if(defined($output)) {
    my $out = new IO::File(">$output");
    $writer = new XML::Writer(OUTPUT=>$out);
    $writer->xmlDecl("UTF-8");
    $writer->startTag("magictree", "class"=>"MtBranchObject");
    $writer->startTag("testdata", "class"=>"MtBranchObject");
}

$scrap = undef
	if $scrap && ((not defined $mech_support and
	warn "Warning: can't load WWW::Mechanize module".
			", Google scraping desabled.\n") ||
	(not defined $html_support and
	warn "Warning: can't load HTML::Parser module".
			", Google scraping desabled.\n") ||
	$scrap <= 0 || $pages <= 0);

$timeout = 10 if $timeout < 0 || $timeout > 128;
$delay = 3 if $delay < 0;

$update = undef if $update && !$dnsfile;
print color 'bold blue';
print STDOUT "\n-----   ", $domain ,"   -----\n";
print color 'reset';
################START#####################

# (1) get the host's addresses
printheader ("Host's addresses:\n");
my $res = Net::DNS::Resolver->new(	tcp_timeout => $timeout,
					udp_timeout => $timeout,
					defnames => 0);

$res->nameservers($dnsserver) if $dnsserver;

my $packet = $res->query($domain);
if ($packet) {
	foreach my $rr (grep { $_->type eq 'A' } $packet->answer) {
		printrr($rr->{name}, $rr->{ttl}, $rr->{class}, $rr->{type}, $rr->{address});
		xml_host($rr);
		push @results, $rr->address
			if $rr->name =~ /$domain$/;
	}
}
elsif ($verbose) {
	warn " ", $domain ," A query failed: ", $res->errorstring, "\n";
}

# (2) get the namservers for the domain
printheader ("Name Servers:\n");
$packet = $res->query($domain, 'NS');
if ($packet) {

	foreach my $rr (grep { $_->type eq 'NS' } $packet->answer) {
		$nameservers{$rr->nsdname} = 1;
	}

	die " Error: can't continue no NS record for " , $domain ,"\n" 
		unless %nameservers;

	#read the A record from the additional section
	if ($packet->header->arcount) {
		my @remain = additionalrecord($packet, keys %nameservers);
		#do nslookup on nameservers that are not present in the 
		#additional section
		launchqueries(\&nslookup, @remain)
			if scalar @remain;
	}
	#perform the nslookup on the nameservers
	else {
		launchqueries(\&nslookup, keys %nameservers);
	}
}
#exit if there is no NS record.
else {
	die " ", $domain ," NS record query failed: ",
		$res->errorstring , "\n";
}

# (3) get the MX record
printheader ("Mail (MX) Servers:\n");
$packet = $res->query($domain, 'MX');
if ($packet) {

	foreach my $rr (grep { $_->type eq 'MX' } $packet->answer) {
		push @mxservers, $rr->exchange;
	}
	if (scalar @mxservers) {
		if ($packet->header->arcount) {
			my @remain = additionalrecord($packet, @mxservers);
			launchqueries(\&nslookup, @remain)
				if scalar @remain;
		}
		else {
			launchqueries(\&nslookup, @mxservers);	
		}
	}
} 
elsif ($verbose) {
	warn " ", $domain ," MX record query failed: ",
		$res->errorstring, "\n";
}

# (4) perform zonetransfers on nameservers 
printheader ("Trying Zone Transfers and getting Bind Versions:\n");
launchqueries(\&zonetransfer, keys %nameservers);

# wildcards test
print STDOUT "\n"."-" x 16 ."\nWildcards test:\n"."-" x 16 ."\n"
	if $verbose;

if ($res->query($wildcards.$domain)) {
	print STDOUT " Wildcards detected, all subdomains ".
			"will point to the same IP address, bye.\n";
	exit(1);
}
elsif ($verbose) {
	print STDOUT " good\n";
}

# (5) scrap additional names from google search and do nslookup on them
if ($scrap) {
	printheader ("Scraping ".$domain." subdomains from Google:\n");
	my @tmp = googlescraping();
	if (scalar @tmp) {
		#print STDOUT "\n Performing nslookups:\n";
		launchqueries(\&nslookup, map { $_ .= '.'.$domain } @tmp);
	}
}

#exit if the brute force file is not specified
unless ($dnsfile) {
	print STDOUT "\nbrute force file not specified, bay.\n";
    if(defined($output)) {
        $writer->endTag('testdata');
        $writer->endTag('magictree');
    }
	exit(0);
}

$extend_b = 1 if ($update && $update eq 'a') || $subfile || $recursion;

# (6) brute force subdomains from a file

printheader ("Brute forcing with ".$dnsfile.":\n");
bruteforce('f');

#updating dnsfile with zonetransfer or googlescraping subdomains results
if ($update) {

	if ($dns_tmp = IO::File->new_tmpfile()) {
		if ($update eq 'z') {	
			print $dns_tmp $_, "\n"
				for uniq_hosts(grep {
					$allsubs{$_} eq $update 
					} keys %allsubs);
		}
		elsif ($update eq 'g') {
			print $dns_tmp $_, "\n"
				for uniq_hosts(keys %googlesubs);
		}
	}
	else {
		die "Error can't create a temporary file: $!, ". 
			"to update ", $dnsfile ," file\n";
	}
}

undef %googlesubs if %googlesubs;

#launch recursion
if ($recursion) {
	if (%allsubs) {
		printheader("Performing recursion:\n");
		
		print STDOUT "\n ---- Checking subdomains NS records ----\n";

		#select subdomains that are able to recursion
		launchqueries(\&selectsubdomains,
			map { $_ .= '.'.$domain } sort keys %allsubs);

		if (%recursubs) {
			my @tmp = keys %recursubs;
			undef %recursubs;

			#brute force from a list using recursion
			bruteforce('l', \@tmp);
		}
		else {
			print STDERR "\n  Can't perform recursion ".
					"no NS records.\n";
		}
	}
	else {
		print STDERR "\n Can't perform recursion no subdomains.\n";
	}
	undef %filesubs;
}

#updating the brute force file (-u a switch)
if ($update && ($update eq 'a' || $update eq 'all')) {

	#save ns and mx servers
	my @tmp = keys %nameservers;
	push @tmp, @mxservers if scalar @mxservers;
	
	print $dns_tmp $_, "\n" 
		for uniq_hosts(grep { s/\.$domain// } @tmp);
	print $dns_tmp $_, "\n" for uniq_hosts(keys %allsubs);
}

#write subdomains to the subfile
if ($subfile) {
	if ($sub_tmp = IO::File->new_tmpfile()) {
		my %uniq;
		@uniq{keys %nameservers} = ();
		@uniq{@mxservers} = () if scalar @mxservers;

		print $sub_tmp $_, "\n"
			for grep { s/\.$domain// } keys %uniq;
		
		print $sub_tmp $_, "\n" for keys %allsubs;
	}
	else {
		die "Error can't create a temporary file: $!, ".
			" to save results to ", $subfile ," file\n"; 
	}	
}

undef @mxservers;
undef %allsubs;

# (7) get domain network ranges from brute force results and whois queries
@results = networkranges(@results);
undef %netranges;

# (8) perform reverse lookups on netranges (class C or whois netranges)
unless ($noreverse) {

	#to save all valid subdomains discovred in
	#the reverse lookup process
	$extend_r = 1 
		if ($update && ($update eq 'r' || $update eq 'a' ||
			$update eq 'all')) || $subfile;
	printheader("Performing reverse lookup on ".$ipcount." ip addresses:\n");
	launchqueries(\&reverselookup, @results);

	print STDOUT "\n", $ipvalid ," results out of ",
			$ipcount ," IP addresses.\n";
}
else {
	#calculate ip blocks
	@ipblocks = finalvalidips(sort_by_ip_address(@results));
}

#save final IP blocks to the domain_ips.txt file
writetofile($fileips, "w", @ipblocks);

#show private ips
if ($private && scalar @privateips) {

	print STDOUT "\n"."-" x 26 ."\n",
			$domain ," private ips:\n".
			"-" x 26 ."\n";
	print STDOUT " ", $_ , "\n" for @privateips;

	#save private ips to domain_ips.txt file
	writetofile($fileips, "a+", @privateips);
}

# (9) show non-contiguous IP blocks
printheader($domain." ip blocks:\n");
print STDOUT " ", $_ , "\n" for @ipblocks;

#clean the brute force file
cleanfile($dnsfile, $dns_tmp) if $update;

#clean the subfile
cleanfile($subfile, $sub_tmp) if $subfile;

if(defined($output)) {
    $writer->endTag('testdata');
    $writer->endTag('magictree');
}


print STDOUT "\ndone.\n";

exit(0);

#--------------------------------------------------

#subroutine that will launch different queries
#(nslookup, zonetransfer, whoisip, reverselookup)
sub launchqueries {

	my $querytype = shift;

	if ($querytype != \&reverselookup) {

		if ($threads) {
			my $stream = new Thread::Queue;
			$stream->enqueue(@_);
			my $thrs = $threads;  #don't create unused threads
			$thrs = scalar @_ if $threads > scalar @_;
		
			for (1 .. $thrs) {
				threads->new($querytype, \$stream);	
			}
			#wait all threads
			foreach (threads->list) {
				$_->join
				if ($_->tid &&
				!threads::equal($_, threads->self));
			}
		}
		else {
			foreach (@_) {
				&$querytype($_);
			}
		}
	}
	else {
		foreach (@_) {
			my $block = new2 Net::Netmask($_);
			unless ($block) {
				print STDERR " Can't perform reverse lookup: "
						, $Net::Netmask::error ,"\n";
				next;
			}

			if ($threads) {
				my $stream = new Thread::Queue;
				$stream->enqueue($block->enumerate);

				for (1 .. $threads) {
					threads->new($querytype, \$stream);
				}
				#wait all threads
				foreach (threads->list) {
					$_->join
					if ($_->tid &&
					!threads::equal($_, threads->self));
				}
			}
			else {
				&$querytype($block->enumerate);
			}

			#calculate IP blocks results
			if (%netranges) {
				my @tmp = finalvalidips(
					sort_by_ip_address(keys %netranges));
				undef %netranges;

				#get final valid ip blocks
				push @ipblocks, @tmp;
			}

			#write reverse lookup hostnames results to files
			if ($extend_r && %allsubs) {

				if ($update && ($update eq 'r' ||
				$update eq 'a' || $update eq 'all')) {
					print $dns_tmp $_, "\n"
					for uniq_hosts(keys %allsubs);
				}
				if ($subfile) {
					print $sub_tmp $_, "\n"
					for keys %allsubs;
				}
				undef %allsubs;
			}	
		}
	}
}

#subroutine to perform reverse lookups
sub reverselookup {

	my $stream = shift if $threads;

	my $res = Net::DNS::Resolver->new(	
					tcp_timeout => $timeout,
					udp_timeout => $timeout,
					persistent_udp => 1);
	
	$res->nameservers(keys %nameservers);

	while (defined(my $ip = $threads ? $$stream->dequeue_nb : shift)) { 
		
		my $query = $res->query($ip);
		if ($query) {
			foreach my $rr ( grep { $_->type eq 'PTR' } 
				$query->answer) {
				
				#exclude non PTR types answers or unwanted hostnames
				next if $exp && $rr->ptrdname =~ /$exp/;
				 
				if ($rr->ptrdname =~ /(.*)(\.$domain$)/i) {

					$allsubs{$1} = 1 
					if $extend_r && !$allsubs{$1};

					#to calculate last valid ip blocks
					unless ($netranges{$ip}) {
						$netranges{$ip} = 1;
						$ipvalid++;
					}
					printrr($rr->{name}, $rr->{ttl}, $rr->{class}, $rr->{type}, $rr->{address});
					xml_host($rr);
				}
				#show all answers even if the hostname don't match the domain
				elsif ($verbose) {
					printrr($rr->{name}, $rr->{ttl}, $rr->{class}, $rr->{type}, $rr->{address});
					xml_host($rr);
				}	
			}
		}
		#this part is just to check progress
		elsif ($verbose) {
		      print STDOUT "  ", $ip ,"    ...\n";
		}
	}
}

sub xml_host {
    if(defined $output) {
        my $rr = shift; 
        my $ip;
        if($rr->type eq 'A') {
            $ip = $rr->address;
        } else {
            my $packed_ip = gethostbyname($rr->name);
            if (defined $packed_ip) {
                $ip = inet_ntoa($packed_ip);
            }
        }
        if(defined($ip)) {
            $writer->startTag("host");
            $writer->characters($ip);
            $writer->startTag("hostname");
            $writer->characters($rr->name);
            $writer->endTag("hostname");
            $writer->endTag("host");
        }
        $writer->startTag("fqdn");
        $writer->characters($rr->name . '.');
        $writer->endTag("fqdn");
    }
}

#subroutine for nslookups (A record)
sub nslookup {

	my $stream = shift if $threads;

	my $res = Net::DNS::Resolver->new(	tcp_timeout => $timeout,
						udp_timeout => $timeout,
						persistent_udp => 1,
						dnsrch => 0);
	$res->nameservers($dnsserver) if $dnsserver;
	
	while (defined(my $host = $threads ? $$stream->dequeue_nb : shift)) {

		my $query = $res->search($host);
		
		if ($query) {
			foreach my $rr ($query->answer) {
				
				printrr($rr->{name}, $rr->{ttl}, $rr->{class}, $rr->{type}, $rr->{address});
				xml_host($rr);

				#check if it match the domain
				if ($rr->name =~ /(.*)(\.$domain$)/i) {
	
					#save valid subdomains
					if ($extend_b) {
						$allsubs{$1} = 1
						unless $allsubs{$1};

						#recursion results
						$recursubs{$1} = 1
						if $recur &&
						!$recursubs{$1};
					}
					#save ip address 
					push @results, $rr->address
						if $rr->type eq 'A';
				}
 			}
		}
		
		elsif ($verbose) {
			warn "  ", $host ," A record query failed: ",
				$res->errorstring, "\n";
		}
	}
}

#subroutine to select subdomains that have NS records
sub selectsubdomains {

	my $stream = shift if $threads;

	my $res = Net::DNS::Resolver->new(	tcp_timeout => $timeout,
						udp_timeout => $timeout,
						persistent_udp => 1);

	$res->nameservers($dnsserver) if $dnsserver;

	while (defined(my $host = $threads ? $$stream->dequeue_nb : shift)) {
		my $packet = $res->query($host, 'NS');

		if ($packet) {

			foreach my $rr (grep { $_->type eq 'NS' }
				$packet->answer) {

				#show all results
				#print STDOUT "  ", $rr->string ,"\n";
				printrr($rr->{name}, $rr->{ttl}, $rr->{class}, $rr->{type}, $rr->{address});
				xml_host($rr);
					
				if ($rr->name =~ /(.*)(\.$domain$)/i) {

					if (!$allsubs{$1} ||
					$allsubs{$1} ne 'r') {

						#bookmark this hostname to
						#perform recursion on it and
						#to avoid repetition, because
						#some domains will use CNAME
						#types that point to subs
						#that we have already
						#processed in a previous
						#recursion levels
						$allsubs{$1} = 'r';
						
						#select this subdomain
						#for recursion
						$recursubs{$rr->name} = 1;
					}

					#perhaps for futur additions we save
					#ns servers for each domain or
					#subdomain, this will be very
					#useful in reverse lookup
					
					# --- begin --- 
					#check if we already have this
					#NS server
					#next if $nameservers{$rr->nsdname};

					#$nameservers{$rr->nsdname} = 1;
					#push @tmp, $rr->nsdname;
					# --- end ---
				}	
			}

			#perhaps for future additions to perform an extrem
			#recursion to get the IP addresse of the NS servers

			# --- begin ---
			#next unless scalar @tmp;

			#get the NS servers A record
			#if ($packet->header->arcount) {
			#	@tmp = additionalrecord($packet,@tmp);
			#	next unless scalar @tmp;
			#}	
			
			#foreach my $nshost (@tmp) {
			#	$packet = $res->query($nshost);
			#	if ($packet) {
			#		foreach my $rr \
			#		(grep { $_->type eq 'A' }
			#			$packet->answer) {
			#			print STDOUT "  ",
			#			$rr->string , "\n";
			#			push @results, $rr->address
			#			if ($rr->name =~ /$domain$/);
			#		}
			#	}
			#	elsif ($verbose) {
			#		warn "  ", $nshost ,
			#		" A record query failed: ",
			#		$res->errorstring , "\n";
			#	}
			#}
			# --- end ---
		}
		elsif ($verbose) {
			warn "  ", $host ," NS record query failed: ",
				$res->errorstring , "\n";
		}
	}
}

#subroutine for zonetransfers and bind versions of nameservers
sub zonetransfer {

	my $stream = shift if $threads;

	my $res = Net::DNS::Resolver->new(	tcp_timeout => $timeout,
						udp_timeout => $timeout);

	while (defined(my $ns = $threads ? $$stream->dequeue_nb : shift)) {
	  	$res->nameservers($ns);
		
		my @zone = $res->axfr($domain);
		my $version_query = $res->search("version.bind","TXT","CH");
		print STDOUT "\nTrying Zone Transfer for ", $domain ,
				" on ", $ns ," ... \n";
		
		if (@zone) {
			foreach my $rr (@zone) {
				#print all results
				printrr($rr->{name}, $rr->{ttl}, $rr->{class}, $rr->{type}, $rr->{address});
				xml_host($rr);

				#save data if the record's domain name
				#match the domain
				if ($rr->name =~ /(.*)(\.$domain$)/i) {
					
					#save hostname
					$allsubs{$1} = 'z'
						unless $allsubs{$1};

					#save the IP address
					push @results, $rr->address
						if $rr->type eq 'A';

					#save new mx servers hostnames
					push @mxservers, $rr->exchange
						if $rr->type eq 'MX';

					#perhaps for futur additions
					#save NS servers for reverse lookups
					# --- begin ---
					#$nameservers{$rr->nsdname} = 1
					#	if ($rr->type eq 'NS' &&
					#	!$nameservers{$rr->nsdname});
					# --- end ---
				}
			}
		}	
		else	{
			warn "AXFR record query failed: ",
				$res->errorstring, "\n";
		}
		if ($version_query) {
			foreach my $rr ($version_query->answer) {
			next unless $rr->type eq "TXT";
			print STDOUT "\n".$ns." Bind Version: ".$rr->rdata."\n";
			}
		}
		else	{
			warn "Unable to obtain Server Version for ".$ns." : ", $res->errorstring, "\n";
			}
	}
}

#subroutine for scraping domains from google 
sub googlescraping {

	my ($response, $browser, $form, $parser, $nextpage);
	my ($count, $mypage) = (0,1);
	my $query = qq[allinurl: -www site:$domain];
	my $nexturl = qq[/search?.*q=.*$domain.*start];
	
	#on errors the mech object will call die
	$browser = WWW::Mechanize->new(	autocheck	=> 1,
					stack_depth	=> 1,
					cookie_jar	=> undef);

	#setup the browser config
	my @agents = $browser->known_agent_aliases();
	my $agent = $agents[rand(scalar @agents)];
	$browser->agent_alias($agent);
	$browser->timeout($timeout);

	#get the first page
	$response = $browser->get("http://www.google.com/ncr");
	
	$form = $browser->form_number(1)
		or return;

	$form->find_input('q')->value($query);
	$response = $browser->submit_form(	form_number	=> 1,
						form_name	=> 'f');
	do {
		$nextpage = undef;
		print STDOUT "\n ----   Google search page: ",
			$mypage ,"   ---- \n";

		$parser = HTML::Parser->new(
			api_version => 3,
			start_h	=> [sub {
					my $attr = shift;

					#end of parsing
					#(we have enough subdomains)
					$parser->eof 
						unless $count < $scrap;

					return unless $attr->{href};
							
					#subdomains checks
					if ($attr->{href} =~
					/(^http:\/\/)(.*)(\.$domain\/$)/) {

						$allsubs{$2} = 'g'
						unless $allsubs{$2};

						$googlesubs{$2} = 1
						unless $googlesubs{$2};

						print STDOUT "  ", $2 ,"\n";
						$count++;
					}
					#the next page
					elsif ($attr->{href} =~
					/^$nexturl=$mypage\d.*/ && 
					!defined $nextpage) {
						$nextpage = $attr->{href};
					}
				},'attr'] 
			);

		$parser->parse($response->decoded_content);

		if ($nextpage) {
			$response = $browser->get($nextpage);
			$mypage++;
		}

	} while ($count < $scrap && $mypage <= $pages && $nextpage);

	#print STDOUT "\n Google results: ", $count ,"\n";
	printheader("Google Results:\n");
	if ($count) {
		return grep { $allsubs{$_} eq 'g' } keys %allsubs;
	}
	else {
		print STDERR "  perhaps Google is blocking our queries.\n Check manually.\n";
		return;
	}
}

#subroutine to query a whois server for an IP address to get the correct netrange
sub whoisip {

	my $stream = shift if $threads;

	while (defined(my $ip = $threads ? $$stream->dequeue_nb : shift)) {
		my ($inetnum, $block);

		#search in the network blocks table to find
		#if any of them contains the IP address
		next if (findAllNetblock($ip, $table));
		
		#this is very useful on whois servers
		#that limit the number of connections
		sleep rand $delay;
	
		#catch different exceptions
		#(on exceptions netrange will be a class C /24)
		eval {
			my $response = whoisip_query($ip);
			foreach (keys %{$response}) {

				next if ($_ !~ /^(inetnum|netrange)$/i);

				$inetnum = $response->{$_};

				#handle all whois netrange format
				if ($inetnum =~ /([\d.\.]+)\/(\d{1,2})/) {
					#whois.lacnic.net format
					$block = new2 Net::Netmask (qq[$1/$2]);
				}
				else {
					$inetnum =~ s/\s//g;
					$block = new2 Net::Netmask ($inetnum);
				}	

				if ($block) {

					# this is useful when threads are enabled to eliminate
					# the processing of same netranges 
					next if $threads &&
					$netranges{$block->desc};

					$block->storeNetblock($table);

					#this is a simple workaround to
					#save netblocks in a hash
					#because we will lost all data
					#in $table after threads exit
					#(see Net::Netmask and
					#threads::shared and threads safe)
					#i am soure that there is a beter
					#solution please excuse my ignorance
					$netranges{$block->desc} = 1;

					$ipcount += $block->size();
					printf STDOUT " whois ip result:".
						"   %-15s    ->      %s\n",
						$ip, $block->desc;
				}
				else {
					print STDERR " Netmask error: ",
						$Net::Netmask::error ,"\n"
							if $verbose;
					$inetnum = undef;
				}
			}
		};
		if ($@) {
			#catch any invalid results 
			#assume that the network range is a class C
			print STDERR " Error: ", $@
				if $verbose;
			$inetnum = undef;
		}

		#can't get the netrange form the whois server
		#so we assume that is a class C range (/24)
		unless (defined $inetnum) {
			$block = new Net::Netmask (qq[$ip/24]);
			next if $threads && $netranges{$block->desc};
				
			$block->storeNetblock($table);
			$netranges{$block->desc} = 1;
			$ipcount += 256;	
			printf STDOUT " c class default:   ".
				"%-15s    ->      %s  ".
				"    (whois netrange operation failed)\n",
				$ip, $block->desc;
		}
	}	
}

#subroutine to brute force subdomains
sub bruteforce {

	#recursion on valid subdomains brute force from a list
	if (shift eq 'l') {
		my ($level, $hosts, @tmp) = 1;
		my $res = Net::DNS::Resolver->new(
						tcp_timeout => $timeout,
						udp_timeout => $timeout,
						persistent_udp => 1,
						dnsrch => 0);

		$res->nameservers($dnsserver) if $dnsserver;

		#signal to nslookup to save all recursive subdomains
		$recur = 1;

		RECURSION:
		$hosts = shift;	

		print STDOUT "\n ----   Recursion level ",
				$level ,"   ---- \n";
		foreach my $host (@$hosts) {
			my (@words, %uniq);
			print STDOUT "\n Recursion on ", $host ," ...\n";

			#wildcards test
			if ($res->search($wildcards.$host)) {
				print STDERR "  ", $host ,
					": Wildcards detected.\n";
				next;
			}

			#perform brute force using all hostnames and include the new one
			#(discovered from previous brute forces)
			foreach (sort keys %allsubs,
				grep { not $allsubs{$_} } keys %filesubs) {
				push @words, $_.'.'.$host;

				#split hostnames that contain dots
				foreach (split /\./) {
					unless ($allsubs{$_} ||
					$filesubs{$_} || $uniq{$_}) {
						$uniq{$_} = 1;
						push @words, $_.'.'.$host;
					}
				}
			}
			launchqueries(\&nslookup, @words);
		}

		#can't find new hostnames
		return
		unless @tmp = grep { $allsubs{$_} ne 'r' } keys %recursubs;
		undef %recursubs;

		#select subdomains
		printheader("Checking subdomains NS records:\n" );
		
		launchqueries(\&selectsubdomains,
				map { $_ .= '.'.$domain } sort @tmp);

		unless (%recursubs) {
			print STDOUT "\n  Can't perform recursion, ".
				"no new NS records.\n" if $verbose;
			return;
		}

		@tmp = keys %recursubs;
		undef %recursubs;
		
		$level++;
		@_ = \@tmp; 
		goto RECURSION;
	}
	#brute force subdomains from dnsfile
	else {
		my @words;
		die "Error: make sure that the file ", $dnsfile ,
			" exists and has a size greater than zero.\n"
			unless -s $dnsfile;

		my $input = new IO::File $dnsfile, "r" 
			or die "Could not open ", $dnsfile ," file: $!\n";
		while (<$input>) {
			chomp;
			
			#save subdomains found in the file to use them
			#in the recursion process
			$filesubs{$_} = 1 if $recursion;

			#select all subdomains that have not been listed
			push @words, $_.'.'.$domain
				unless $allsubs{$_};	
		}	
		$input->close;
	
		scalar @words ? launchqueries(\&nslookup, @words) :
				print STDOUT " Can't found new subdomains.\n";
		#the names have already been found by zonetransfer, ...
	}
}

#subroutine to get the domain's network ranges
sub networkranges {
	my (@cnets, %ips, %seen);
	
	#uniq IP's
	@ips{@_} = ();

	foreach my $ip (sort_by_ip_address(keys %ips)) {
		my @octets = split /\./, $ip;

		#private IP's
		if ($octets[0] == 10 
			|| $octets[0] == 127
			|| ($octets[0] == 169 && $octets[1] == 254)
			|| ($octets[0] == 172 && ($octets[1] > 15 &&
				$octets[1] < 32 ))
			|| ($octets[0] == 192 && $octets[1] == 168 )) {

			#save private ips
			push @privateips, $ip if $private;

			delete $ips{$ip};
			next;
		}

		#to get unique class C netranges
		my $net = join("\.",$octets[0],$octets[1],$octets[2]);
		unless ($seen{$net}) {
			$seen{$net} = 1;
			push @cnets, $net.".0";
		}
	}	

	#launch whois queries on IP's to get the correct netranges
	if ($whois) {
		printheader("Launching Whois Queries:\n");
		#shutdown warns the whois ip will catch exceptions with eval
		$SIG{__WARN__} = sub {} ;
		launchqueries(\&whoisip, @cnets);
		$SIG{__WARN__} = 'DEFAULT';
		
		printheader($domain ," whois netranges:\n");			
		print STDOUT " ", $_ , "\n" for keys %netranges; 
	}
	#default class C netrange
	else {
		
		printheader($domain." class C netranges:\n");
		grep { $_ .= "/24"; print STDOUT " ",$_,"\n"; } @cnets;
		$ipcount = scalar @cnets * 256;
	}

	defined $noreverse ? return keys %ips :
		(defined $whois ? return keys %netranges :
				return @cnets);
}

#subroutine that calculate and return non-contiguous IP blocks
sub finalvalidips {

	my $firstip = shift;
	
	#one single IP address
	return $firstip."/32" unless scalar @_;

	my ($lastip, @tmp);
	my $broadcast = $_[$#_];
	my $tmpip = new Net::IP(qq[$firstip - $broadcast]);
	foreach my $thisip (@_) {
		# increment the previous tmp IP address to compare it with the current 
		# IP address taken from the array 
		++$tmpip;

		if ($broadcast ne $thisip) {
			#this IP belongs to the current netrange
			if ($tmpip->ip() eq $thisip) {
				$lastip = $thisip;
			}
			#new netrange
			else {
				defined $lastip ?
				push @tmp, range2cidrlist($firstip, $lastip):
				push @tmp, $firstip."/32";
				
				#update data
				$firstip = $thisip;
				$lastip = undef;
				$tmpip = new Net::IP(qq[$firstip - $broadcast]);
			}
		}
		#we have reached the last valid IP address in the network range
		else {
			#this IP belongs to the current range
			if ($tmpip->ip() eq $broadcast) {
				push @tmp,
				range2cidrlist($firstip, $broadcast);
			}
			#this IP is the start of a new range 
			else {
				defined $lastip ?
				push @tmp, range2cidrlist($firstip, $lastip):
				push @tmp, $firstip."/32";

				#save the current new ip
				push @tmp, $broadcast."/32";
			}	
		}
	}
	return @tmp;
}


#subroutine that reads the A record from the additional section
sub additionalrecord {

	my ($packet, @servers, %seen) = @_;
	
	foreach my $rr (grep { $_->type eq 'A' } $packet->additional) {
		foreach (grep {$_ eq $rr->name} @servers) {

			$seen{$rr->name} = 1;
			printrr($rr->{name}, $rr->{ttl}, $rr->{class}, $rr->{type}, $rr->{address});
			xml_host($rr);
			push @results, $rr->address
				if $rr->name =~ /$domain$/;

		} 
	}

	#get the nameservers that have not been found in the additional section
	keys %seen == @servers ? return :
	return grep { not $seen{$_} } @servers;
}

#subroutine to get uniq splited subdomains
sub uniq_hosts {
	my %uniq;	
	grep { !$uniq{$_} && $uniq{$_}++ for split /\./ } @_;
	return keys %uniq;
}

#subroutine to write valid subdomains to files
sub writetofile {
	my $file = shift;
	my $output = new IO::File $file, shift
		or die "Could not open ", $file ," file: $!\n";
	print $output $_, "\n" for @_;	
	$output->close;
}

#subroutine to update and clean files
sub cleanfile {

	my ($file,$tmpfile,%uniq) = @_;
	
	seek($tmpfile,0,0)
		or die "Error: seek failed on the temporary file: $!\n".
			"can't update ", $file ,"\n";

	@uniq{<$tmpfile>} = ();

	if (-s $file) {
		my $input = new IO::File $file, "r"
			or die "Unable to update ", $file ," file: $!\n";
		@uniq{<$input>} = ();
		$input->close;
	}

	writetofile($file,"w",
		sort {uc($a) cmp uc($b)} grep {chomp} keys %uniq);
}

sub printrr {
	
	my $name = shift;
	my $ttl = shift;
	my $class = shift;
	my $type= shift;
	my $address = shift;
	$address = "" unless defined $address;
	printf("%-40s %-8s %-5s %-8s %10s\n", $name, $ttl, $class, $type, $address);
	
}
sub printheader{
	my ($header) = @_;
	print color 'bold red';
	print STDOUT "\n\n".$header."_" x length($header) ."\n\n";
	print color 'reset';
}

#the usage subroutine
sub usage {
	print STDOUT 
qq{Usage: $program [Options] <domain> 
[Options]:
Note: the brute force -f switch is obligatory.
GENERAL OPTIONS:
  --dnsserver 	<server>
			Use this DNS server for A, NS and MX queries.
  --enum		Shortcut option equivalent to --threads 5 -s 20 -w.
  -h, --help		Print this help message.
  --noreverse		Skip the reverse lookup operations.
  --private		Show and save private ips at the end of the file domain_ips.txt.
  --subfile <file>	Write all valid subdomains to this file.
  -t, --timeout <value>	The tcp and udp timeout values in seconds (default: 10s).
  --threads <value>	The number of threads that will perform different queries.
  -v, --verbose		Be verbose: show all the progress and all the error messages.
GOOGLE SCRAPING OPTIONS:
  -p, --pages <value>	The number of google search pages to process when scraping names, 
			the default is 20 pages, the -s switch must be specified.
  -s, --scrap <value>	The maximum number of subdomains that will be scraped from Google.
BRUTE FORCE OPTIONS:
  -f, --file <file>	Read subdomains from this file to perform brute force.
  -u, --update	<a|g|r|z>
			Update the file specified with the -f switch with valid subdomains.
	a (all)		Update using all results.
	g		Update using only google scraping results.
	r		Update using only reverse lookup results.
	z		Update using only zonetransfer results.
  -r, --recursion	Recursion on subdomains, brute force all discovred subdomains that have an NS record.
WHOIS NETRANGE OPTIONS:
  -d, --delay <value>	The maximum value of seconds to wait between whois queries, the value is defined randomly, default: 3s.
  -w, --whois		Perform the whois queries on c class network ranges.
			 **Warning**: this can generate very large netranges and it will take lot of time to performe reverse lookups.
REVERSE LOOKUP OPTIONS:
  -e, --exclude	<regexp>
			Exclude PTR records that match the regexp expression from reverse lookup results, useful on invalid hostnames.
OUTPUT OPTIONS:
  -o --output <file>	Output in XML format. Can be imported in MagicTree (www.gremwell.com)
};
        exit(1);
}

__END__


=head1 NAME

dnsenum.pl: multithread script to enumerate information on a domain and to discover non-contiguous IP blocks.

=head1 VERSION

dnsenum.pl version 1.2.2

=head1 SYNOPSIS

dnsenum.pl [options] <domain>

=head1 DESCRIPTION

Supported operations:
nslookup, zonetransfer, google scraping, domain brute force
(support also recursion), whois ip and reverse lookups.


Operations:

=over 5

=item

1) Get the host's addresse (A record).

=item

2) Get the nameservers (threaded).

=item

3) Get the MX record (threaded).

=item

4) Perform AXFR queries on nameservers (threaded).

=item

5) Get extra names and subdomains via google scraping
(google query = "allinurl: -www site:domain").

=item

6) Brute force subdomains from file, can also perform recursion on
subdomain that have NS records (all threaded).

=item

7) Calculate Class C IP network ranges from the results and perform whois queries on them (threaded).

=item

8) Perform reverse lookups on netranges (class C or/and whois netranges)(threaded).

=item

9) Write to domain_ips.txt file non-contiguous ip-blocks results.

=back

=head1 OPTIONS

The brute force -f switch is obligatory.

=head2 GENERAL OPTIONS:

=over

=over 30

=item B<--dnsserver> B<<server>>

Use this DNS server to perform all A, NS and MX queries,
 the AXFR and PTR queries are sent to the domain's NS servers.

=item B<--enum>

Shortcut option equivalent to --threads 5 -s 20 -w.

=item B<-h>,  B<--help>

Print the help message.

=item B<--noreverse>

Skip the reverse lookup operations.
 Reverse lookups can take long time on big netranges.

=item B<--private>

Show and save private ips at the end of the file domain_ips.txt.

=item B<--subfile> B<<file>>

Write all valid subdomains to this file.
 Subdomains are taken from NS and MX records, zonetransfer,
 google scraping, brute force and reverse lookup hostnames.

=item B<-t>,  B<--timeout> B<<value>>

The tcp and udp timeout values in seconds (default: 10s).

=item B<--threads> B<<value>>

The number of threads that will perform different queries.

=item B<-v>,  B<--verbose>

Be verbose (show all the progress and all the error messages).

=back

=back

=over 3

B<Notes:>
neither the default domain nor the resolver search list are
appended to domains that don't contain any dots.

=back

=head2 GOOGLE SCRAPING OPTIONS:

=over 3

This function will scrap subdomains from google search,
using query: allinurl: -www site:domain.

=back

=over

=over 30

=item B<-p>,  B<--pages> B<<value>>

The number of google search pages to process when scraping names,
 the -s switch must be specified, (default: 20 pages).

=item B<-s>,  B<--scrap> B<<value>>

The maximum number of subdomains that will be scraped from google.

=back

=back

=over 3

B<NOTES:>
Google can block our queries with the malware detection.
Http proxy options for google scraping are automatically loaded from
the environment if the vars http_proxy or HTTP_PROXY are present.
"http_proxy=http://127.0.0.1:8118/" or "HTTP_PROXY=http://127.0.0.1:8118/".
On IO errors the mechanize browser object will automatically call die.

=back

=head2 BRUTE FORCE OPTIONS:

=over

=over 30

=item B<-f>,  B<--file> B<<file>>

Read subdomains from this file to perform brute force.

=item B<-u>,  B<--update> B<<a|g|r|z>>

Update the file specified with the -f switch with vaild subdomains.

=back

=back

=over 35

B<-u> a		Update using all results.

B<-u> g		Update using only google scraping results.

B<-u> r		Update using only reverse lookup results.

B<-u> z		Update using only zonetransfer results.

=back

=over

=over 30

=item B<-r>,  B<--recursion>

Recursion on subdomains, brute force all discovred subdomains
 that have an NS record.

=back

=back

=over 3

B<NOTES:>
To perform recursion first we must check previous subdomains results (zonetransfer, google scraping and brute force) for NS
records after that we perform brute force on valid subdomains that have NS records and so on. NS, MX and reverse lookup results are
not concerned.

=back

=head2 WHOIS IP OPTIONS:

Perform whois ip queries on c class netanges discovred from
previous operations.

=over

=over 30

=item B<-d>,  B<--delay> B<<value>>

The maximum value of seconds to wait between whois queries,
 the value is defined randomly, (default: 3s).

=back

=back

=over 3

B<NOTES:>
whois servers will limit the number of connections.

=back

=over

=over 30

=item B<-w>,  B<--whois>

Perform the whois queries on c class network ranges.
 B<Warning>: this can generate very large netranges and it
 will take lot of time to performe reverse lookups.

=back

=back

=over 3

B<NOTES:>
The whois query should recursively query the various whois
providers untile it gets the more detailed information including
either TechPhone or OrgTechPhone by default. See: perldoc Net::Whois::IP.
On errors the netrange will be a default c class /24.

=back

=head2 REVERSE LOOKUP OPTIONS:

=over

=over 30

=item B<-e>,  B<--exclude> B<<regexp>>

Exclude PTR records that match the regexp expression from reverse
 lookup results, useful on invalid hostnames.

=back

=back

=over 3

B<NOTES:>
PTR records that not match the domain are also excluded.
Verbose mode will show all results.

=back

=head1 OUTPUT FILES

Final non-contiguous ip blocks are writen to domain_ips.txt file.

B<NOTES:>
Final non-contiguous ip blocks are calculated :

=over 5

=item

1) From reverse lookups that were performed on netranges
( c class network ranges or whois netranges ).

=item

2) If the noreverse switch is used then they are calculated from
previous operations results (nslookups, zonetransfers,
google scraping and brute forcing).

=back

=head1 README

dnsenum.pl: multithread script to enumerate information on a domain
and to discover non-contiguous ip blocks.

=head1 PREREQUISITES

Modules that are included in perl 5.10.0:
  Getopt::Long, IO::File, Thread::Queue.

Other Necessary modules:
  Must have: Net::DNS, Net::IP, Net::Netmask.
  Optional: Net::Whois::IP, HTML::Parser, WWW::Mechanize.

Perl ithreads modules (perl must be compiled with ithreads support):
  threads, threads::shared.

=head1 AUTHORS

Filip Waeytens	<filip.waeytens[at]gmail.com>

tix tixxDZ	<tixxdz[at]gmail.com>

=head1 COPYRIGHT

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License as
published by the Free Software Foundation; either version 2 of
the License, or (at your option) any later version.

=head1 SCRIPT CATEGORIES

Networking 
DNS

=cut
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nettools/about.cgi
#!/usr/bin/perl

#    Webmin Module Generic About
#    Copyright (C) 2003 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.
#
#    Created : 12.02.2003
#

# Changes:
# 12.02.2003 - Created about.cgi

#############################################################################

do '../web-lib.pl';
$|=1;
&init_config();

my %modconf;
&read_file("module.conf", \%modconf);

# real output
&header($modconf{'TITLE'}, "images/$modconf{'ICON'}", undef, 1, undef, undef,
        "<a href=\"about.cgi\">About</a>");



print <<EOM;
<br/>

<table border="0">
 <tr><td>Module:</td><td>$modconf{'MODNAME'}</td></tr>
 <tr><td>Version:</td><td>$modconf{'VERSION'}</td></tr>
 <tr><td>Author:</td><td>$modconf{'AUTHOR'}</td></tr>
 <tr><td>eMail:</td><td><a href="mailto:$modconf{'EMAIL'}?Subject=$modconf{'MODNAME'} $modconf{'VERSION'}">$modconf{'EMAIL'}</a></td></tr>
 <tr><td>Website:</td><td><a href="$modconf{'WEBSITE'}">$modconf{'WEBSITE'}</a></td></tr>
 <tr><td>Copyright:</td><td>$modconf{'CRIGHT'}</td></tr>
 <tr><td>License:</td><td><a href="LICENSE">$modconf{'LICENSE'}</a></td></tr>
</table>
<br/><br/>
EOM

&footer("", "module index");






nettools/acl_security.pl

#    Network Utilities Webmin Module - acl_security.pl
#    Copyright (C) 1999-2000 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

require './nettools-lib.pl';

# acl_security_form(&options)
# Output HTML for editing security options for the apache module
sub acl_security_form
{

print "<TR><TD COLSPAN=4 ALIGN=left><B>User has Access to the following commands:</B></TD></TR>\n";
print "<TR><TD><INPUT TYPE=checkbox NAME=\"ipsc\" VALUE=\"1\"", ($_[0]->{'ipsc'}) ? " CHECKED" : "", "> IP Subnet Calculator </TD><TR>\n";
print "<TR><TD><INPUT TYPE=checkbox NAME=\"whois\" VALUE=\"1\"", ($_[0]->{'whois'}) ? " CHECKED" : "", "> Whois Interface </TD><TR>\n";

for (my $i=0; $i <= $programcount-1; $i++) {
 print "<TR><TD><INPUT TYPE=checkbox NAME=\"$programnames[$i]\" VALUE=\"1\"", ($_[0]->{"$programnames[$i]"}) ? " CHECKED" : "", "> \u$programnames[$i] Interface</TD><TR>\n";

} ## end of for


}

# acl_security_save(&options)
# Parse the form for security options for the apache module
sub acl_security_save
{

 for (my $i=0; $i <= $programcount-1; $i++) {
  $_[0]->{"$programnames[$i]"} = $in{"$programnames[$i]"};
 } ## end of for

 $_[0]->{'ipsc'} = $in{'ipsc'};
 $_[0]->{'whois'} = $in{'whois'};

}

### END.




nettools/CHANGES
 Network Utilities Webmin Module
 Copyright (C) 1999-2000 by Tim Niemueller

 This program is free software; you can redistribute it and/or modify
 it under the terms of the GNU General Public License as published by
 the Free Software Foundation; either version 2 of the License, or
 (at your option) any later version.

 This program is distributed in the hope that it will be useful,
 but WITHOUT ANY WARRANTY; without even the implied warranty of
 MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
 GNU General Public License for more details.


 Created  : 22.07.1998


 Changes
 =========================================================================================

 10.02.1998  - Habe bessere Fehlerroutine eingebaut. Fuehrt nun Programm
               bei schwereren Fehlern nicht mehr aus!
             - Fehler in Fehlermeldung :) behoben
             - Fehlermeldungen abgeaendert
 22.07.1999  - New Version of Tools-Port, made it a Webmin Module
             - Using English instead of German for international use
 27.07.1999  - Added option for allowing use of other services if one fails
 01.08.1999  - Because I added "Find self"-Option in configure I had to
               change CheckBinaries() and some parts of PrintScreen()
 02.08.1999  - Changed the $execline for ping and traceroute
 31.08.1999  - Solved the "Access denied" error!
             - Changes to Ping execline for Solaris (Thanx to Robert Setterlund
               for the information about Solaris)
             - New icon for IP Subnet Calculator
             - Now it is possible to configure options to be used for quick versions
               in configuration module. HOST is a wildcard for the hostname.
             - Better handling of programs, not written for every program but with a
               for-loop checking for programs etc.
             - Changed the handling of errormessages, it's now an array, so all
               encountered errors may be reported, not only one.
             - Much code clean up for better reading, all is in for-loops now
 01.09.1999  - Changed some problem with the init_config on webmin systems < 0.73
 28.09.1999  - Fixed Bug, init_command needed binary also if some progs
               don't need a special binary (as ipsc and whois)
 17.10.1999  - Checked Webmin 0.74 Compliance, all OK
             - Added Dig interface
             - Added GPL header to all files
 15.02.2000  - Long time, since I worked on this module. I will now fix some smaller
               bugs and make it ready for 0.76+
 09.04.2000  - I had to change all ReadParse calls to ReadParse() (braces are important),
               otherwise it doesn't work with Webmin 0.79 !?
 29.06.2000  - Smaller bug fixes and support for simplified chinese. Thanks to
               Leo Liang <leo.liang@turbolinux.com.cn> for this!
 21.07.2000  - Removed OS support restrictions. This module should run on any Webmin
 (0.80.2)      supported platform. This version requires Webmin 0.80+.
 14.10.2001  - Wow, what a long time not update, but finally it has gotten time for an
 (0.88.1)      update!
             - Do some updates in dig.cgi (remove PrintScreen sub, that is bogus)
             - Update nmap.cgi: Remove bogus PrintScreen Sub
             - Update ping.cgi: Remove PrintScreen, basically rewrite of CheckAll,
               fixed error handling, use &terror() instead of own routine that fails
               sometimes and executes harmful code
             - Update traceroute.cgi: Remove PrintScreen, rewrite CheckAll, fix error
               handling
             - remove config links in sub pages
             - remove email links, my mailbox is full enough, they can find my addres
               on my website if they really want
             - Make ping and traceroute pages to support the IPv6 equivalents
             - Cleaned up index.cgi, fixed error handling, added IPv6 support
 12.02.2003  - An even longer time with no update. But there are some glitches that just
 (1.060.1)     needed a fix...
             - Removed dependancy for the whois perl module. Now using console tool like
               for all other programs. Do not remeber why I used this Perl module but it
               really sucks. On almost all machines is an whois console program, but on
               almost no machine is that perl module...
             - cleaned up code. Maybe in next version I can merge everything into one file
             - Removed exec code from index.cgi, whas just redundant and error begging
             - Create dispatch.cgi for scripts called from index.cgi. Right now BadCode
               (Will use that although Medha has registered that Domain :-)
             - IP Subnet Claculator is more or less untouched

 =========================================================================================

 Send any questions, comments, bug reports etc. to
 Tim Niemueller <tim@niemueller.de>
 
 The homepage for this module is http://www.niemueller.de/webmin/modules/nettools/





nettools/config
traceroute_opt=
ping_opt=
allow_other_if_failed=1
keepresults=1
nslookup_path=
nmap_path=
ping_path=
dig_path=
whois_path=
traceroute_path=
nslookup_opt=
nmap_opt=
dig_opt=
ipv6=0





nettools/config.info
ping_path=Path to ping,3,Automatic
traceroute_path=Path to traceroute,3,Automatic
nslookup_path=Path to nslookup,3,Automatic
nmap_path=Path to nmap,3,Automatic
dig_path=Path to dig,3,Automatic
whois_path=Path to whois,3,Automatic
ping_opt=Options for quick ping on index ("HOST" is wildcard for hostname),3,Default
traceroute_opt=Options for quick traceroute on index ("HOST" is wildcard for hostname),3,Default
nslookup_opt=Options for quick lookup on index ("HOST" is wildcard for hostname),3,Default
nmap_opt=Options for quick scan (nmap) on index ("HOST" is wildcard for hostname),3,Default
dig_opt=Options for quick lookup (dig) on index ("HOST" is wildcard for hostname),3,Default
allow_other_if_failed=Allow other programs to be used if check for one binary fails,1,1-Yes,0-No
keepresults=Keep results on IP Subnet Calculator if other function is called,1,1-Yes,0-No
whois_servers=Servers for Whois-queries (Default or comma-separated list),3,Default
ipv6=Use IPv6 Tools?,1,1-Yes,0-No





nettools/defaultacl
ping=1
traceroute=1
nslookup=1
ipsc=1
nmap=1
whois=1
dig=1





nettools/dig.cgi
#!/usr/bin/perl
#
#    Network Utilities Webmin Module - Dig
#    Copyright (C) 1999-2003 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created: 17.10.1999

require './nettools-lib.pl';
&init_command('dig');

%LookupOpt = (
    a           => $text{'lookup_opt_a'},
    cname       => $text{'lookup_opt_cname'},
    any         => $text{'lookup_opt_any'},
    mx          => $text{'lookup_opt_mx'},
    ns          => $text{'lookup_opt_ns'},
    soa         => $text{'lookup_opt_soa'},
    hinfo       => $text{'lookup_opt_hinfo'},
    minfo       => $text{'lookup_opt_minfo'},
    ptr         => $text{'lookup_opt_ptr'},
    txt         => $text{'lookup_opt_txt'},
    uinfo       => $text{'lookup_opt_uinfo'},
    wks         => $text{'lookup_opt_wks'}
    );

for (sort keys %LookupOpt) {
        $options .= "<OPTION VALUE=\"$_\">$LookupOpt{$_}\n";
}



&ReadParse();

my $execline="";
if ($in{'host'}) {
  $execline = CheckAll();
}

$Errors="<H3><FONT COLOR=\"red\"><BR>";
foreach $tmperr (@error) {
 $Errors .= $tmperr . "<BR>";
}
$Errors .= '</FONT></H3>';

&header($text{'dig_title'}, undef, undef, 1, 0, 0,
        "<a href=\"about.cgi\">$text{'about'}</a>");

if ($execline && !$critical_err) {

 print "<BR><BR>".&text('running', $text{'dig_title'});
 print "<HR SIZE=4 NOSHADE ALIGN=center>\n$Errors";

 print "<PRE>\n$execline\n";
   open (CHILD, "$execline |");
    while (<CHILD>) {
     print $_;
    }
   close (CHILD);
 print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";
}
 if ($critical_err) {
  print "<BR><BR>";
  print &text('error_crit', $text{'dig_name'});
  print "<HR SIZE=4 NOSHADE ALIGN=center>\n$Errors";
  print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";
 }

print <<EOM;

<br/>
<FORM METHOD="POST" ACTION="$progname">

<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
<TR><TD>
<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
<TR>
<TD>$text{'hostname'}:</td><td><INPUT TYPE=text NAME="host" SIZE=20 VALUE="$in{'host'}"></TD>
<TD>$text{'dig_type'}:</td><td><SELECT NAME="type">$options</SELECT></TD></tr>
<TR><TD>$text{'dig_nameserver'}:</td><td><INPUT TYPE=radio NAME="nsdefault" VALUE="1"
EOM

if ($in{'nsdefault'}) {print " checked"}

print "> $text{'default'} <INPUT TYPE=radio NAME=\"nsdefault\" VALUE=\"0\"";
if (!$in{'nsdefault'}) {print " checked"}
print "> <INPUT TYPE=text NAME=\"nameserver\" SIZE=20 VALUE=\"$in{'nameserver'}\"></TD>";

print "<TD>$text{'dig_dottednot'}</td><td><INPUT TYPE=checkbox NAME=\"dotted\" VALUE=\"1\"";
if ($in{'dotted'}) { print " checked" }
print "></TD></TR>";


print <<EOM;
</TD></TR></TABLE>
</TD></TR></TABLE>
<br/>
<INPUT TYPE=submit NAME="dig" VALUE="   $text{'lib_dig'}   ">
</FORM>
<br/>

EOM

&footer("", $text{'dig_return'});















sub CheckAll {

@error=();

# Check host, or IP
if ($in{'host'} eq '') {
        push(@error, "$text{'error_nohost'}\n");
	$critical_err = 1;
} elsif (length $in{'host'} >64) {
        push(@error, "$text{'error_longhostname'}\n");
	$critical_err = 1;
} elsif ($in{'host'} =~ /[^\w\-\.]/) {
        push(@error, &text('error_badchar', $in{'host'})."\n");
	$critical_err = 1;
}

if (!$in{'nsdefault'}) { $dig_opt="@$in{'nameserver'}" }

if ($in{'dotted'}) {
 if (!&check_ipaddress($in{'host'})) {
   push(@error, "$text{'dig_err_dotted'}\n");
   $critical_err = 1;
 } else {
  $dig_opt .= " -x $in{'host'}";
 }
} else {
 $dig_opt .= " $in{'host'}";
}

$dig_opt .= " $in{'type'}";

$execline = "$binary $dig_opt 2>&1";

} # End Sub CheckAll



### End of dig.cgi ###





nettools/dispatch.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module
#    Copyright (C) 1999-2003 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 22.07.1998


require './nettools-lib.pl';
&ReadParse();

if ($in{'ping'}) {
  redirect("ping.cgi?host=$in{'host'}");
} else {
  if ($in{'traceroute'}) {
    redirect("traceroute.cgi?host=$in{'host'}");
  } else {
    if ($in{'nslookup'}) {
      redirect("lookup.cgi?host=$in{'host'}");
    } else {
      if ($in{'nmap'}) {
        redirect("nmap.cgi?host=$in{'host'}");
      } else {
        if ($in{'dig'}) {
          redirect("dig.cgi?host=$in{'host'}");
        } else {
          terror("dispatch_invserv");
        }
      }
    }
  }
}
## END.






nettools/help/intro.html
Introduction to Network Utilities

The Network Utilities are he basic tools for TCP/IP Networking as they
are ping, traceroute and nslookup.

Another function is the IP Subnet Calculator. It calculates netmask
either by a given Network Class and number if Subnet Bits or by
a given number of hosts. Then it shows the smallest subnet available.











nettools/help/ipsc.html
Network Utilities - IP Subnet Calculator

With this tool you can calculate the netmask for a TCP/IP-network.





Contents:

 		Calculate netmask by Class and Bits


 		Calculate netmask by number of hosts










[bookmark: 1]Calculate netmask by Class and Bits


You Choose a Network Class as they are these ones:


 		A - Max of 2^24 hosts. Private one is 10.0.0.0


 		B - Max of 2^16 hosts. Normally not needed for private nets


 		C - Max of 256 hosts per net. Most common network class. Private: 192.168.x.x





Then you choose the number of subent bits and it gives you the netmask.

[bookmark: 2]

[bookmark: 2]Calculate netmask by number of hosts


You give the calculator a number and it returns the smallest network
available.









nettools/help/lookup.html
Network Utilities - Lookup

Lookup is a tool for obtaining the IP address from a hostname
and vice-versa.



Contents:


 		Query Type


 		Nameserver


 		Timeout











[bookmark: 1]Query Type


In the DNS-Database are several types of records. The most important
one is the A-record, the Address-Record. This is used for getting
the address for an hostname. Another important one is the MX-Record,
the Mail-eXchanger-Record. It specifies which host handles the mail
for a specific domain.

[bookmark: 2]

[bookmark: 2]Nameserver


If you choose Default nslookup will use the default server for the
system Webmin is installed on.



[bookmark: 3]Timeout


If nslookup will not get an answer for this amount of seconds it will
abort the lookup.









nettools/help/nmap.html
Network Utilities - Nmap

Nmap help is a network security scanner.



Contents:


 		Not yet written











[bookmark: 1]Not yet ready








nettools/help/ping.html
Network Utilities - Ping

Ping is a tool for checking network connectivity. See man page
(man 8 ping) for more details.



Contents:


 		How many Packets?


 		Packet Size


 		How many sec between sending each packet?


 		Pattern(s) to send (Hex)?


 		Verbosity Output?


 		Numeric Output only?


 		Bypass routing tables?











[bookmark: 1]How many Packets?


How many Packets should this ping command send. 5 is the best in
most cases. If you want to check the network for a longer time you
can set a higher value here. 99 is the maximum.

[bookmark: 2]

[bookmark: 2]Packet Size


From the man page of ping: An IP header without options is 20
bytes. An ICMP ECHO_REQUEST (Ping) packet contains additional 8
bytes worth of ICMP header followedby an arbitrary ammount of data.

Standard is 56, maximum is 9999 bytes.

[bookmark: 3]

[bookmark: 3]How many sec between sending each packet?


How many sec should ping wait after sending a packet before it
sends the next packet.

[bookmark: 4]

[bookmark: 4]Pattern(s) to send (Hex)?


The data which is send by ping will be filled with this (hex-)pattern.
If you leave this blank ping will fill it with random data. This is useful
if you do not have problems with connectivity itself but with data loss.

[bookmark: 5]

[bookmark: 5]Verbosity Output?


From the man page of ping: ICMP packets other than ECHO_Response that are
received are listed.

[bookmark: 6]

[bookmark: 6]Numeric Output only?


From the man page of ping: No attempt will be made to lookup symbolic names
for host addresses.

[bookmark: 7]

[bookmark: 7]Bypass routing tables?


From the man page of ping: If the host is not a directly-attached network,
an error is returned. This option can be used to ping a local host through
an interface that has no route through it.









nettools/help/traceroute.html
Network Utilities - Traceroute

Traceroute is a tool to print the route a packet takes
to a network host.



Contents:


 		How many Hops?


 		Packet Length


 		How many sec between sending each packet?


 		Initial Time-To-Live


 		Verbosity Output?


 		Numeric Output only?


 		Bypass routing tables?


 		Use ICMP instead of UDP?


 		Toggle checksums?


 		Socket level debugging?











[bookmark: 1]How many Hops?


Every Hop is a point which reported an ICMP TIME_EXCEEDED. Some packets
take several dozen hops until it reaches its destination. But normally not
in an Local Area Network ;) Standard is 30 and myximum is 99.

[bookmark: 2]

[bookmark: 2]Packet Length


The packet length (in bytes) is the size of the data a probe should
carry with.

[bookmark: 3]

[bookmark: 3]How many sec between sending each packet?


How many sec should traceroute wait after sending a packet before it
sends the next packet.

[bookmark: 4]

[bookmark: 4]Initial Time-To-Live


To show the route of a packet, traceroute sends several packets with
an incrementing time-to-live. So one gateway after gateway (which reduces
the TTL) will answer that this packet has been dropped. If you want traceroute
to start with the 10th gateway you would enter a Initial TTL of 10.

[bookmark: 5]

[bookmark: 5]Verbosity Output?


Received ICMP packets other than TIME_EXCEEDED and UNREACHABLEs are listed.

[bookmark: 6]

[bookmark: 6]Numeric Output only?


Print hop adresses numerically rather than symbolically and numerically (saces
a nameserver address-to-name lookup for each gateway found on the path).

[bookmark: 7]

[bookmark: 7]Bypass routing tables?


From the man page of ping: If the host is not a directly-attached network,
an error is returned. This option can be used to ping a local host through
an interface that has no route through it.

[bookmark: 8]

[bookmark: 8]Use ICMP instead of UDP?


Use ICMP ECHO instead of UDP datagrams.

[bookmark: 9]

[bookmark: 9]Toggle checksums


Normally, this prevents traceroute from calculating checksums. In some cases,
the operating system can overwrite parts of the outgoing packet but not
recalculate the checksum (so in some cases the default is to not calculate
checksums and using -x causes them to be calculated). Note that checksums
are usually required for the last hop when using ICMP ECHO probes.

[bookmark: 10]

[bookmark: 10]Socket level debugging


Enable socket level debugging.









nettools/help/whois.html
Network Utilities - Whois
Whois is a tool to get information about registered domains.



Contents:


 		Domain name


 		Server











[bookmark: 1]Domain name


This is the name of the domain to be queried.

[bookmark: 2]server


The server to query. There are several servers hardcoded, but you may
enter your own in the module configuration. It is a comma-separated
list of server names. For example "whois.internic.net, whois.ripe.net".
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nettools/index.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module
#    Copyright (C) 1999-2000 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 22.07.1998


require './nettools-lib.pl';
&ReadParse();


if (!$allow) {
  $whatfailed=$text{'index_error'};
 
  for (my $i=0; $i <= $programcount-1; $i++) {

   if ($programs[$i]) {
    if (! -e $programs[$i]) {
     &error(&text('index_err_fnex', $programs[$i], $cl))
    } elsif(! -x $programs[$i]) {
     &error(&text('index_err_fne', $programs[$i], $cl))
    }
   } else {
    if (! has_command($programnames[$i])) {
     &error(&text('index_err_dfnf', $programnames[$i], $cl))
    }
   }  
  }

 } # End if allow eq no



&header($text{'index_title'}, undef, "intro", 1, 1, undef,
        "<a href=\"about.cgi\">About</a>");

my @images = ("images/icon.ping.gif", "images/icon.traceroute.gif", "images/icon.lookup.gif",
              "images/icon.nmap.gif", "images/icon.ipsc.gif", "images/icon.whois.gif",
              "images/icon.dig.gif");
my @texts  = ($text{'index_ping'}, $text{'index_traceroute'}, $text{'index_lookup'},
              $text{'index_nmap'}, $text{'index_ipsc'}, $text{'index_whois'}, $text{'index_dig'});
my @links  = ("ping.cgi", "traceroute.cgi", "lookup.cgi", "nmap.cgi", "ipsc.cgi", "whois.cgi", "dig.cgi");

print "<BR><HR>\n";
&icons_table(\@links, \@texts, \@images, 4);
print "<HR>\n";
print "<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=0 WIDTH=100%>";
print "<TR><TD ALIGN=right><FONT FACE=\"Arial,Helvetica\" COLOR=#505050>";
print "[ Network Utilities $version ]</FONT></TD></TR></TABLE>\n";


print <<EOM;
<FORM METHOD="POST" ACTION="dispatch.cgi">

<BR>
<TABLE BORDER=1 CELLPADDING=3 CELLSPACING=0 $cb WIDTH=100%>
<TR><TD>

<TABLE BORDER=0 $tb CELLPADDING=0 CELLSPACING=0 WIDTH=100%>
<TR><TD $tb>

<TABLE BORDER=0 CELLSPACING=2 CELLPADDING=2 $tb WIDTH=100%>
<TR>
<TD ALIGN=center WIDTH=20%><B>$text{'hostname'}</B></TD>
EOM

for (my $i=0; $i <= $programcount-1; $i++) {
 print "<TD ALIGN=center WIDTH=$tdwidth%><B>\u$programnames[$i]</B></TD>"
}

print <<EOM;
</TR></TABLE>

</TD></TR>
<TR $cb>
<TD> <TABLE BORDER=0 $cb CELLPADDING=2 CELLSPACING=0 WIDTH=100%>
<TR>
<TD ALIGN=center WIDTH=20%><INPUT TYPE=text NAME="host" SIZE=20 VALUE="$in{'host'}"></TD>
EOM

for (my $i=0; $i <= $programcount-1; $i++) {

if ($access{$programnames[$i]})
{
 if ($programs[$i]) {
  if (-x $programs[$i]) {
   print "<TD ALIGN=center WIDTH=$tdwidth%><INPUT TYPE=submit NAME=\"$programnames[$i]\" VALUE=\"$programbuttons[$i]\"></TD>";
  } else { print "<TD ALIGN=center WIDTH=$tdwidth%>N/A</TD>" }
 } else {
  if (has_command($programnames[$i])) {
   print "<TD ALIGN=center WIDTH=$tdwidth%><INPUT TYPE=submit NAME=\"$programnames[$i]\" VALUE=\"$programbuttons[$i]\"></TD>";
  } else { print "<TD ALIGN=center WIDTH=$tdwidth%>$text{'index_na'}</TD>" }
 }
}
else ## User has no access
{
 print "<TD ALIGN=center WIDTH=$tdwidth%>".&text('index_deny_user', $user)."</TD>";
}

} ## end of for

print <<EOM;
</TR></TABLE>
</TD></TR></TABLE>
</TD></TR></TABLE>
</FORM>

<br/><br/>
EOM

&footer("/", $text{'index_return'});

### End of index.cgi ###





nettools/ipsc-lib.pl

################################################################################

#                                                                              #

#              ipsc-lib.pl Library of IP Subnet Calculator subs                #

#                    Tim Niemueller <tim@niemueller.de>                        #

#                         http://www.niemueller.de                             #

#                                                                              #

################################################################################

#              Copyright (C) 1998-1999 by Tim Niemueller (lGPL)                #

################################################################################


#    Network Utilities Webmin Module - ipsc-lib.pl
#    Copyright (C) 1999 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 02.08.1999

require './nettools-lib.pl';

&ReadParse();

# I misuse this lists as constants
@classes=("A", "B", "C");
@classmask=("255.0.0.0", "255.255.0.0", "255.255.255.0");
@hexclmask=("FF000000", "FFFF0000", "FFFFFF00");
@classrange=("1.x.x.x.-126.x.x.x", "128.x.x.x-191.x.x.x", "192.x.x.x-223.x.x.x");
@classbits=(8, 16, 24);

# I use this list as something like a struct, known from C
# For field description see set_infstruct() at the bottom
@infstruct="";
if ($in{'class'} ne "") { @infstruct=&set_infstruct($in{'class'}) } else { @infstruct=&set_infstruct(2) }



# calculate()
# Validates input which method has been chosen and calls the appropriate
# sub.
sub Calculate
{
 if ($in{'csnclassbits'})
 {
  &calc_by_class_bits;
  if ($config{'keepresults'} && $in{'keepnumhosts'})
  {
  &calc_by_num_hosts;
  }
 }
 elsif ($in{'csnnumhosts'})
 {
  &calc_by_num_hosts;
  if ($config{'keepresults'} && $in{'keepclassbits'})
  {
   &calc_by_class_bits;
  }
 } # End of ELSIF Calc by Num of Hosts
} # End Sub Calculate


sub calc_by_class_bits
{
 my $error="";
 if ($infstruct[0] eq "1" && $in{'bits'} > 16) {
  $error=$text{'ipsc_lib_err_b'};
 }
 elsif ($infstruct[0] eq "2" && $in{'bits'} > 8) {
  $error=$text{'ipsc_lib_err_c'};
 }

 if ($error) {
  $csnclassbitsresult="<TR><TD COLSPAN=3><TABLE BORDER=0 WIDTH=100%><TR><TD>$error</TD></TR></TABLE></TD></TR>";
 } else {
  $csnclassbitsresult=&output_by_bits($in{'bits'});
 }

 if ($config{'keepresults'})
 {
  $keepclassbits="<INPUT TYPE=\"hidden\" NAME=\"keepclassbits\" VALUE=1>";
 }
}

sub calc_by_num_hosts
{
 my $error="";
 my $num=$in{'numhosts'};
 if (! &is_number($num) ) {
    $error=$text{'ipsc_lib_err_nan'};
 } elsif ($num > pow(2, 24) ) {
    $error=&text('ipsc_lib_err_toobig', &pow(2, 24));
 } elsif ($num eq '') {
    $error=$text{'ipsc_lib_err_nothing'};
 }

 if ($error)
 {
  $csnnumhostsresult="<TR><TD>$error</TD></TR>";
 }
 else
 {
  for (my $i=0; $i <= 2; $i++)
  {
   if ($num <= &pow(2, 32-$classbits[$i]) )
   {
    @infstruct=&set_infstruct($i);
   }
  }

  my $subnetbits = 0;
  while ( (&pow(2, (32-$subnetbits-$infstruct[5]-1) ) - $num) >= 0)
  {
   $subnetbits++;
  }    
  $csnnumhostsresult = &output_by_bits($subnetbits);
 }

 if ($config{'keepresults'})
 {
  $keepnumhosts="<INPUT TYPE=\"hidden\" NAME=\"keepnumhosts\" VALUE=1>";
 }
} ## END of calc_by_num_hosts()


sub numberize {
 (my $a, my $b, my $c, my $d) = split(/\./, $_[0]);
 return(($a << 24) | ($b << 16) | ($c << 8) |  $d);
}

sub denumberize {
 my $tmpstr=join('.', ($_[0] & 0xff000000) >> 24,
                     ($_[0] & 0x00ff0000) >> 16,
                     ($_[0] & 0x0000ff00) >> 8,
                     ($_[0] & 0x000000ff) );
$tmpstr;
}

sub ip_range {
 my $start=&numberize($_[0]);
 my $end=&numberize($_[1]);

 my @tmp="";

 if ($start <= $end) {

  for (my $i=$start; $i <= $end; $i++) {
   push(@tmp, &denumberize($i))
  }
 } else { $tmp[0] = $text{'ipsc_lib_err_startgtend'} }

@tmp;
}

sub calc_netmask {
 my $bits=$_[0]; ## hostbits as parameter
 my $netmask=pow(2, 32);
 
 $netmask -= pow(2, $bits);

&denumberize($netmask);
}

sub output_by_bits
{
 my $bits=$_[0];
 my $output="";
 
 if (!&is_number($bits))
 {
  $output="<TR><TD COLSPAN=3>".&text('ipsc_lib_err_bitsnan', $bits);
 }
 else
 {
  $output = " <TR><TD COLSPAN=3><BR><HR></TD></TR>";
  $output .= " <TR><TD COLSPAN=3><BR><U>".&text('ipsc_lib_classinfo', $infstruct[1]).":</U></TD></TR>";
  $output .= "<TR><TD>$text{'ipsc_lib_iprange'}: $infstruct[4]</TD>\n";
  $output .= "<TD>$text{'ipsc_lib_classmask'}: $infstruct[2]</TD>\n";
  $output .= "<TD>$text{'ipsc_lib_hexclassmask'}: $infstruct[3]</TD>\n</TR>";

  $output .= " <TR><TD COLSPAN=3><BR><U>".&text('ipsc_lib_netmaskinfo', $bits).":</U></TD></TR>";

  if ( $bits == 0 ) { $subnet_max = 1 } else {$subnet_max = pow(2, $bits) }
  $output .= "<TR><TD>$text{'ipsc_lib_subnets'}: $subnet_max</TD>\n";

  $hostbits = 32 - ($infstruct[5] + $bits);
  $host_max = pow(2, $hostbits);  
  $output .= "<TD>$text{'ipsc_lib_hosts'}: $host_max</TD>\n";

  $netmask = &calc_netmask($hostbits);
  $output .= "<TD><B>$text{'ipsc_lib_netmask'}: $netmask</B></TD></TR>\n";
  $output .= " <TR><TD COLSPAN=3><BR><U>$text{'ipsc_lib_bitmap'}</U></TD></TR>";
  $bitmap=&get_bitmap($infstruct[5], $bits, $hostbits);
  $output .= " <TR><TD COLSPAN=3>$bitmap</TD>";
 
  $output .= "</TR>\n";
 } 

return $output;
}

sub get_bitmap {
 my $classbits = $_[0];
 my $subnetbits = $_[1];
 my $hostbits = $_[2];
 
 my $dots=0;
 my $bitmap = "x" x 8 . "." . "x" x 8 . "." . "x" x 8 ."." . "x" x 8;
 
 for (my $i=1; $i <= 35; $i++) {
  if ($bitmap[$i] ne ".")
  {
   if ($i <= $classbits+$dots) { $bitmap =~ s/x/n/ }
   elsif ($i <= $classbits+$subnetbits+$dots) { $bitmap =~ s/x/s/ }
   elsif ($i <= $classbits+$subnetbits+$hostbits+$dots) { $bitmap =~ s/x/h/ }
  }
  else
  {
   $dots++
  }
  
 } 

$bitmap;
}

sub pow {
 # function returns the value of $base raised to the power of $exponent.
 # This implementation is not usable for negative exponents!
 # Slow version, should implement another, we'll see...

 my $base = $_[0];
 my $exponent = $_[1];
 my $tmpresult=0;

 if ($exponent == 0) { $tmpresult = 1 } else { $tmpresult=$base }
 for (my $i=2; $i <= $exponent; $i++) {
  $tmpresult = $tmpresult * $base;
 }
 if ($exponent < 0) { $tmpresult = 0 }

return $tmpresult;
}

sub set_infstruct
{
 my @tmpstruct="";

 # INFSTRUCT is a list used as something like a struct. It has the following fields:
 # 0: Class-ID - 0 is A, 1 is B, 2 is C (is standard, probably C-nets are most common)
 # 1: Class-Letter - A, B, or C
 # 2: Classmask: Subnetmask for the class
 # 3: Hex-Classmask: Subnetmask for the class as hex
 # 4: Class range: Range of IP for the class
 # 5: Bits for Network reserved in appropriate class

 my $class=$_[0];
 $tmpstruct[0] = $class;

 push(@tmpstruct, $classes[$tmpstruct[0]]);
 push(@tmpstruct, $classmask[$tmpstruct[0]]);
 push(@tmpstruct, $hexclmask[$tmpstruct[0]]);
 push(@tmpstruct, $classrange[$tmpstruct[0]]);
 push(@tmpstruct, $classbits[$tmpstruct[0]]);

@tmpstruct;
}

### End of ipsc-lib.pl ###




nettools/ipsc.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module - IP Subnet Calculator
#    Copyright (C) 1999-2003 by Tim Niemueller <tim@niemueller.de>
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 27.07.1999


require './ipsc-lib.pl';
&init_command('ipsc');

if($ENV{'REQUEST_METHOD'} eq 'GET') { &PrintScreen }
else { &Calculate; &PrintScreen }

##################################################################

sub PrintScreen {

my $bits_options ="";
for (my $i = 0; $i <= 24; $i++) {
       my $selected="";
       if ($in{'bits'} eq "$i") { $selected=" SELECTED" }
       $bits_options .= "<OPTION VALUE=\"$i\"$selected>$i\n";
}

my $class_options="";
for (my $i = 0; $i <= 2; $i++) {
       my $selected="";
       if ($infstruct[0] eq "$i") { $selected= " SELECTED"; $test=" test3" }
       $class_options .= "<OPTION VALUE=\"$i\"$selected>$classes[$i] ($classrange[$i])\n";
}

&header($text{'ipsc_title'}, undef, "ipsc", 0, 0, 0,
        "<a href=\"about.cgi\">$text{'about'}</a>");

print <<EOM;

<FORM METHOD="POST" ACTION="$progname">

<BR>
<TABLE BORDER=1 CELLPADDING=3 CELLSPACING=0 $cb WIDTH=100%>
<TR><TD>

<TABLE BORDER=0 $cb CELLPADDING=0 CELLSPACING=0 WIDTH=100%>
<TR><TD $tb>

<TABLE BORDER=0 CELLSPACING=3 CELLPADDING=0 $tb WIDTH=100%>
<TR><TD><B>$text{'ipsc_class_n_bits'}</B></TD></TR>
</TABLE>

</TD></TR>
<TR><TD>
<TABLE BORDER=0 $cb CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
<TR>
<TD>$text{'ipsc_class'}: <SELECT NAME="class">$class_options</SELECT></TD>
<TD>$text{'ipsc_subnetbits'}: <SELECT NAME="bits">$bits_options</SELECT></TD>
<TD ALIGN=right><INPUT TYPE=submit NAME="csnclassbits" VALUE="$text{'ipsc_calc'}"></TD>
</TR>
$csnclassbitsresult
</TABLE>
</TD></TR></TABLE>
</TD></TR></TABLE>


<BR>
<TABLE BORDER=1 CELLPADDING=3 CELLSPACING=0 $cb WIDTH=100%>
<TR><TD>

<TABLE BORDER=0 $cb CELLPADDING=0 CELLSPACING=0 WIDTH=100%>
<TR><TD $tb>

<TABLE BORDER=0 CELLSPACING=3 CELLPADDING=0 $tb WIDTH=100%>
<TR><TD><B>$text{'ipsc_bynumber'}</B></TD></TR>
</TABLE>

</TD></TR>
<TR><TD>
<TABLE BORDER=0 $cb CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
<TR>
<TD COLSPAN=2>$text{'ipsc_number'}: <INPUT TYPE=text NAME="numhosts" SIZE=8 VALUE="$in{'numhosts'}"></TD>
<TD ALIGN=right><INPUT TYPE=submit NAME="csnnumhosts" VALUE="$text{'ipsc_calc'}"></TD>
</TR>
$csnnumhostsresult
</TABLE>
</TD></TR></TABLE>
</TD></TR></TABLE>


$keepclassbits
$keepnumhosts
</FORM>
<br/>

EOM

&footer("", $text{'ipsc_return'});
} # end of sub PrintScreen


### End of ipsc.cgi ###





nettools/lang/en

lang=en
author=Tim Niemueller <tim@niemueller.de>
homepage=http://www.niemueller.de
copyright=(C) 2000 by Tim Niemueller <tim@niemueller.de>
license=GPL

config_link=Check <A HREF=../config.cgi?nettools>Module Configuration</A>

index_title=Network Utilities
index_error=Failed to load <I>Network Utilities</I>
index_err_fnex=File "$1" does not exist. $2
index_err_fne=File "$1" is not executable. $2
index_err_dfnf=$1 command could not been found. $2
index_ping=Ping
index_traceroute=Traceroute
index_lookup=Lookup
index_nmap=Nmap
index_ipsc=IP Subnet Calculator
index_whois=Whois
index_dig=Dig
index_err_crit_ping=Ping - Critical Error
index_err_crit_traceroute=Traceroute - Critical Error
index_err_crit_nslookup=Lookup - Critical Error
index_err_crit_nmap=Nmap - Critical Error
index_err_crit_dig=Dig - Critical Error
index_running=Running the <I>$1</I>
index_na=N/A
index_deny_user=No Access for $1
index_return=webmin index

error_nohost=No host name specified. Please try again.
error_longhostname=Host name is too long. Maximum 64 characters allowed. Please try again.
error_badchar=Host name <FONT COLOR="blue">$1</FONT> contains bad characters. Please correct and try again.
error_crit=$1 - Critical Error

interface=Interface
hostname=Hostname
default=Default
running=Running the <I>$1</I>
about=About

lib_ping=Ping It!
lib_traceroute=Trace It!
lib_lookup=Look Up!
lib_nmap=Scan It!
lib_dig=Dig It!
lib_accden=Access denied: User <I>$1</I> is not allowed to use <I>$2</I> command
lib_init_error=Failed to load <I>Network Utilities</I>
lib_init_fnex=File "$1" does not exist. $2
lib_init_fne=File "$1" is not executable. $2
lib_init_dfnf=$1 command could not been found. $2

lookup_title=Lookup
lookup_opt_a=Network address (A)
lookup_opt_cname=Canonical Names (CNAME)
lookup_opt_any=All information (ANY)
lookup_opt_mx=Mail exchanger (MX)
lookup_opt_ns=Name servers (NS)
lookup_opt_soa=Zone of authority (SOA)
lookup_opt_hinfo=Host information (HINFO)
lookup_opt_minfo=Mailbox/Maillist information (MINFO)
lookup_opt_ptr=IP to host lookup (PTR)
lookup_opt_txt=Text information (TXT)
lookup_opt_uinfo=User information (UINFO)
lookup_opt_wks=Well known Services (WKS)
lookup_nameserver=Nameserver
lookup_default=Default
lookup_timeout=Timeout?
lookup_return=module index
lookup_inv_timeout=Invalid timeout. Using standard. Maximum is 99.

dig_title=Dig
dig_name=Dig
dig_type=Type
dig_nameserver=Nameserver
dig_dottednot=Dotted Notation?
dig_return=module index
dig_err_dotted=You must give an IP address when enabling Dotted option

ipsc_lib_err_b=Calculating the Subnet failed: Subnet-Bits exceed Class-Maximum. <B>16</B> is Maximum for class <B>B</B>
ipsc_lib_err_c=Calculating the Subnet failed: Subnet-Bits exceed Class-Maximum. <B>8</B> is Maximum for class <B>C</B>
ipsc_lib_err_nan=Calculating the subnet by number of hosts failed: Value is not a number (NaN).
ipsc_lib_err_toobig=Calculating the subnet by number of hosts failed: Value is above the Maximum of ". &pow(2, 24) . "."
ipsc_lib_err_nothing=How do I calculate nothing?
ipsc_lib_err_startgtend=Error: Start must be smaller than end.
ipsc_lib_err_bitsnan=Giving output failed: $1 is not a number (NaN). Contact <A HREF=\"mailto:tim\@niemueller.de\">Tim Niemueller</A>
ipsc_lib_classinfo=Information about Network <B>Class $1</B>
ipsc_lib_iprange=IP-Range
ipsc_lib_classmask=Classmask
ipsc_lib_hexclassmask=Hex Clasmask
ipsc_lib_netmaskinfo=Information about Netmask for this class with <I>$1 bits</I>
ipsc_lib_subnets=No. of Subnets
ipsc_lib_hosts=No. of Hosts per Subnet
ipsc_lib_netmask=Netmask
ipsc_lib_bitmap=Bitmap (n = network, s = subnet, h = host)

ipsc_title=IP Subnet Calculator
ipsc_class_n_bits=Calculate Netmask by <I>Class</I> and <I>Bits</I>
ipsc_class=Class
ipsc_subnetbits=Subnet Bits
ipsc_calc=Calculate Subnet
ipsc_bynumber=Calculate Netmask by <I>Number of Hosts</I>
ipsc_number=Number of Hosts
ipsc_return=module index

nmap_title=Nmap
nmap_tcpconnect=TCP connect()
nmap_syn=TCP SYN
nmap_stealth=Stealth FIN
nmap_xmastree=Xmas Tree
nmap_null=Null mode
nmap_ping=Ping
nmap_udp=UDP
nmap_scantype=Type of Scan
nmap_verbout=Verbosity Output?
nmap_noping=Do not try to Ping hosts at all before scanning them?
nmap_ackport=Spew out ACK packet throughput of target on the following port
nmap_ping=Use true ping to detect if hosts are up
nmap_ackping_parallel=Use ACK and ICMP ping in parallel
nmap_osdet=Try to detect OS type through TCP/IP-fingerprint
nmap_ident=TCP reverse ident scanning
nmap_tinyfrag=Use tiny fragmented IP packets for SYN, FIN. XMAS or NULL scans
nmap_scanports=Scan the following ports
nmap_fastscan=Fast Scan: Scan only ports listed in /etc/services
nmap_decoys=Decoys
nmap_interface=Interface to use
nmap_sport=Source port to use
nmap_maxsock=Maximum sockets to use
nmap_return=module index
nmap_err_ack=Why enabling ACK packet option when not using it?
nmap_err_lowport=Port must be greater than 0. Using standard.
nmap_err_highport=Port must be less then 65536. Using standard.
nmap_err_port=Why enabling Port option when not using it?
nmap_err_ports=Ports must be numbers separated by commas. Using standard.
nmap_err_decoys=Why enabling decoys option when not using it?
nmap_err_iface=Why enabling interface option when not using it?
nmap_err_sport=Why enabling local source port option when not using it?
nmap_err_maxsock=Why enabling max sockets option when not using it?
nmap_err_lowsock=Socket must be greater than 0 if used. Using standard.
nmap_err_bigsock=Socket must be less then 16 if used. Using standard.

ping_title=Ping
ping_verbout=Verbosity Output?
ping_numout=Numeric Output only?
ping_bypass=Bypass routing tables?
ping_numpack=How many Packets?
ping_packsize=Packet Size?
ping_packsec=How many sec between sending each packet?
ping_pattern=Pattern(s) to send (Hex)?
ping_nasolaris=N/A on Solaris
ping_return=module index
ping_err_tmpack=Too many packets. Using standard (5), maximum is 99.
ping_err_zeropack=Zero packet count not allowed.  Using standard (5), maximum is 99.
ping_err_nothing=Nothing to send? Using standard
ping_err_bigpack=Packets to big. Using standard (56 bytes). Maximum is 9999 bytes.
ping_err_time=Time exceeds limit. Using standard (1 second). Maximum is 99 seconds.
ping_err_bigpatt=Too many pattern-bytes. Using standard (random bytes). Maximum is 16 bytes (32 characters in hex).

traceroute_title=Traceroute
traceroute_verbout=Verbosity Output?
traceroute_numout=Numeric Output only?
traceroute_bypass=Bypass routing tables?
traceroute_icmp=Use ICMP instead of UDP?
traceroute_toggle=Toggle Checksums?
traceroute_debug=Socket level debugging?
traceroute_hops=How many Hops?
traceroute_packlen=Packet Length?
traceroute_waittime=How many sec between sending each packet?
traceroute_ittl=Initial time-to-live?
traceroute_nofreebsd=N/A for FreeBSD
traceroute_nodebian=N/A for Debian Linux
traceroute_interface=Interface
traceroute_err_hops=Too many HOPs. Using standard (30). Maximum is 99.
traceroute_err_iface=Interface Name too long. Maximum are 6 characters.
traceroute_err_time=Too many sec. Using standard (5). Maximum is 99.
traceroute_err_ittl=Too high initial time-to-live. Using standard. Maximum is 99.
traceroute_err_length=Too long packets. Using standard (40 bytes). Maximum is 999 bytes.
traceroute_return=module index

whois_error=Failed to load <I>Whois Interface</I>
whois_title=Whois
whois_err_xwhois=The Net::XWhois Perl module is not available on this system.
whois_domain=Domain
whois_server=Server
whois_button=Who is it !?
whois_return=module index

dispatch_invserv=Invalid service. Not known.
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nettools/LICENSE
		    GNU GENERAL PUBLIC LICENSE
		       Version 2, June 1991

 Copyright (C) 1989, 1991 Free Software Foundation, Inc.
 		59 Temple Place, Suite 330, Boston, MA 02111-1307, USA.

 Everyone is permitted to copy and distribute verbatim copies
 of this license document, but changing it is not allowed.

			    Preamble

  The licenses for most software are designed to take away your
freedom to share and change it.  By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users.  This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it.  (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.)  You can apply it to
your programs, too.

  When we speak of free software, we are referring to freedom, not
price.  Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

  To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

  For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have.  You must make sure that they, too, receive or can get the
source code.  And you must show them these terms so they know their
rights.

  We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

  Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software.  If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

  Finally, any free program is threatened constantly by software
patents.  We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary.  To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

  The precise terms and conditions for copying, distribution and
modification follow.
�
		    GNU GENERAL PUBLIC LICENSE
   TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

  0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License.  The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language.  (Hereinafter, translation is included without limitation in
the term "modification".)  Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope.  The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the
Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

  1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

  2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

    a) You must cause the modified files to carry prominent notices
    stating that you changed the files and the date of any change.

    b) You must cause any work that you distribute or publish, that in
    whole or in part contains or is derived from the Program or any
    part thereof, to be licensed as a whole at no charge to all third
    parties under the terms of this License.

    c) If the modified program normally reads commands interactively
    when run, you must cause it, when started running for such
    interactive use in the most ordinary way, to print or display an
    announcement including an appropriate copyright notice and a
    notice that there is no warranty (or else, saying that you provide
    a warranty) and that users may redistribute the program under
    these conditions, and telling the user how to view a copy of this
    License.  (Exception: if the Program itself is interactive but
    does not normally print such an announcement, your work based on
    the Program is not required to print an announcement.)
�
These requirements apply to the modified work as a whole.  If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works.  But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

  3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

    a) Accompany it with the complete corresponding machine-readable
    source code, which must be distributed under the terms of Sections
    1 and 2 above on a medium customarily used for software interchange; or,

    b) Accompany it with a written offer, valid for at least three
    years, to give any third party, for a charge no more than your
    cost of physically performing source distribution, a complete
    machine-readable copy of the corresponding source code, to be
    distributed under the terms of Sections 1 and 2 above on a medium
    customarily used for software interchange; or,

    c) Accompany it with the information you received as to the offer
    to distribute corresponding source code.  (This alternative is
    allowed only for noncommercial distribution and only if you
    received the program in object code or executable form with such
    an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it.  For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to
control compilation and installation of the executable.  However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.
�
  4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License.  Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

  5. You are not required to accept this License, since you have not
signed it.  However, nothing else grants you permission to modify or
distribute the Program or its derivative works.  These actions are
prohibited by law if you do not accept this License.  Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

  6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions.  You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

  7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License.  If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all.  For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices.  Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.
�
  8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded.  In such case, this License incorporates
the limitation as if written in the body of this License.

  9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time.  Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number.  If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation.  If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

  10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission.  For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this.  Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

			    NO WARRANTY

  11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.  EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.  SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

  12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

		     END OF TERMS AND CONDITIONS
�
	Appendix: How to Apply These Terms to Your New Programs

  If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

  To do so, attach the following notices to the program.  It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

    <one line to give the program's name and a brief idea of what it does.>
    Copyright (C) 19yy  <name of author>

    This program is free software; you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation; either version 2 of the License, or
    (at your option) any later version.

    This program is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with this program; if not, write to the Free Software
    Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

    Gnomovision version 69, Copyright (C) 19yy name of author
    Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type `show w'.
    This is free software, and you are welcome to redistribute it
    under certain conditions; type `show c' for details.

The hypothetical commands `show w' and `show c' should show the appropriate
parts of the General Public License.  Of course, the commands you use may
be called something other than `show w' and `show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary.  Here is a sample; alter the names:

  Yoyodyne, Inc., hereby disclaims all copyright interest in the program
  `Gnomovision' (which makes passes at compilers) written by James Hacker.

  <signature of Ty Coon>, 1 April 1989
  Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs.  If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library.  If this is what you want to do, use the GNU Library General
Public License instead of this License.





nettools/lookup.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module - Lookup
#    Copyright (C) 1999-2003 by Tim Niemueller <tim@niemueller.de>
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 27.07.1999


require './nettools-lib.pl';
&init_command('nslookup');


%LookupOpt = (
    a           => $text{'lookup_opt_a'},
    cname       => $text{'lookup_opt_cname'},
    any         => $text{'lookup_opt_any'},
    mx          => $text{'lookup_opt_mx'},
    ns          => $text{'lookup_opt_ns'},
    soa         => $text{'lookup_opt_soa'},
    hinfo       => $text{'lookup_opt_hinfo'},
    minfo       => $text{'lookup_opt_minfo'},
    ptr         => $text{'lookup_opt_ptr'},
    txt         => $text{'lookup_opt_txt'},
    uinfo       => $text{'lookup_opt_uinfo'},
    wks         => $text{'lookup_opt_wks'}
    );

for (sort keys %LookupOpt) {
        $options .= "<OPTION VALUE=\"$_\">$LookupOpt{$_}\n";
}


&ReadParse();

my $execline = "";
if ($in{'host'}) {
  $execline = &CheckAll();
}


&header($text{'lookup_title'}, undef, "lookup", 0, 0, 0,
        "<a href=\"about.cgi\">$text{'about'}</a>");

if ($execline) {

 print "<BR><BR>".&text('running', $text{'lookup_title'});
 print "<HR SIZE=4 NOSHADE ALIGN=center>\n$Errors";

 print "<PRE>\n$execline\n";
   open (CHILD, "$execline |");
    while (<CHILD>) {
     print $_;
    }
   close (CHILD);
 print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";
}


print <<EOM;

<br/>
<FORM METHOD="POST" ACTION="$progname">

<table border="0">
 <tr>
  <TD>$text{'hostname'}</td><td><INPUT TYPE=text NAME="host" SIZE=20 VALUE="$in{'host'}"></TD>
 </tr>
 <tr><td><br/>&nbsp;</td></tr>
 <tr>
  <TD>Typ:</td><td><SELECT NAME="type">$options</SELECT></TD>
 </tr>
 <tr>
 <TR><TD>$text{'lookup_nameserver'}:</td><td><INPUT TYPE=radio NAME="nsdefault" VALUE="1"
EOM

if ($in{'nsdefault'}) {print " checked"}

print "> $text{'lookup_default'} <INPUT TYPE=radio NAME=\"nsdefault\" VALUE=\"0\"";
if (!$in{'nsdefault'}) {print " checked"}
print "> <INPUT TYPE=text NAME=\"nameserver\" SIZE=20 VALUE=\"$in{'nameserver'}\"></TD></tr>";

print "<tr><TD>$text{'lookup_timeout'}</td><td>";
print "<INPUT TYPE=text NAME=\"timeout\" SIZE=5 VALUE=\"";
if ($in{'timeout'}) {print "$in{'timeout'}"} else {print "10"}
print "\"></TD></tr>";


print <<EOM;
 </td>
</table>

<br/>
<INPUT TYPE=submit NAME="lookup" VALUE="  $text{'lib_lookup'}  ">
</FORM>
<br/>
EOM

&footer("index.cgi", $text{'lookup_return'});









sub CheckAll {

  my $execline="";
  my $lookup_opt="-sil";

  # Check host, or IP
  &terror('error_nohost') if ($in{'host'} eq '');
  &terror('error_longhostname') if (length($in{'host'}) > 64);
  &terror('error_badchar', $in{'host'}) if ($in{'host'} !~ /^([a-z]*[A-Z]*[0-9]*[+.-]*)+$/);

  if (! $in{'type'}) {
    $in{'type'} = "a";
  }
  $lookup_opt = "$lookup_opt -query=$in{'type'}";

  if ($in{'timeout'} ne '') {
    &terror('lookup_inv_timeout') if (length($in{'timeout'}) > 2);

    $lookup_opt = "$lookup_opt -timeout=$in{'timeout'}";
  }

  if (!$in{'nsdefault'}) { $execline = "$binary $lookup_opt $in{'host'} $in{'nameserver'} 2>&1" }
  else { $execline = "$binary $lookup_opt $in{'host'} 2>&1" }

  if (! $in{'nsdefault'} && ! $in{'nameserver'}) {
    # we probably came from dispatch
    $in{'nsdefault'} = 1;
  }

return $execline;
} # End Sub CheckAll



### End of lookup.cgi ###





nettools/module.conf
MODNAME=Network Utilities Webmin Module
TITLE=Network Utilities
ICON=nettools.gif
VERSION=1.060.1
AUTHOR=Tim Niemueller
CRIGHT=Copyright &copy; 1999-2003 by Tim Niemueller
EMAIL=webmin-nettools-mod@niemueller.de
WEBSITE=http://www.niemueller.de/webmin/modules/nettools
LICENSE=GPL





nettools/module.info
name=nettools
desc=Network Utilities
desc_de=Netzwerk Werkzeuge
desc_zh_CN=อ๘ย็นคพ฿
category=net
depend=0.89





nettools/nettools-lib.pl
################################################################################

#                                                                              #

#          nettools-lib.pl Library of Nettools Definitions and subs            #

#                    Tim Niemueller <tim@niemueller.de>                        #

#                         http://www.niemueller.de                             #

#                                                                              #

################################################################################

#              Copyright (C) 1999-2001 by Tim Niemueller (GPL)                 #

################################################################################


#    Network Utilities Webmin Module
#    Copyright (C) 1999-2001 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created: 01.09.1999



do '../web-lib.pl';

$|=1;

&init_config("nettools");
%access = &get_module_acl();
$allow = $config{"allow_other_if_failed"};
$cl=$text{'config_link'};

@programs=($config{"ping_path"}, $config{"traceroute_path"},$config{"nslookup_path"},
           $config{"nmap_path"},$config{"dig_path"}, $config{'whois_path'});
@programnames=("ping", "traceroute", "nslookup", "nmap", "dig");
@programbuttons=("   $text{'lib_ping'}   ", "  $text{'lib_traceroute'}  ", "  $text{'lib_lookup'}  ",
                 "  $text{'lib_nmap'}  ", "   $text{'lib_dig'}   ");
@standopt=("-c 5 -s 56 HOST 2>&1", "-m 30 HOST 40 2>&1", "-query=A HOST 2>&1", "-sT -v -F HOST 2>&1", "HOST A IN");
 if ($gconfig{'os_type'} eq "solaris") {
   $standopt[0]="HOST 2>&1";
 }
@progs_wo_bin=('ipsc', 'whois');

 
$programcount=@programnames;

$tdwidth=80/($programcount); ## 80 because 20% for hostname cell

$progname = $ENV{'SCRIPT_NAME'};
$user = $ENV{'REMOTE_USER'};
$binary = "";


sub init_command {
 
 $prog = $config{"$_[0]_path"};
 if ($prog) { $binary=$prog } else { $binary="$_[0]" }

 if (!$access{$_[0]}) {
  &error(&text('lib_accden', $user, $_[0]));
 }

 $whatfailed=$text{'lib_init_error'};

  if ($prog) {
   if (! -e $binary) {
    &error(&text('lib_init_fnex', $binary, $cl))
   } elsif(! -x $binary) {
    &error(&text('lib_init_fne', $binary, $cl))
   }
  } else {
   if (! has_command($binary) && indexof($binary, @progs_wo_bin) < 0) {
    &error(&text('lib_init_dfnf', $binary, $cl))
   }
  }  

}


sub is_number {
 return ($_[0] =~ /^\d+$/);
}


my %modconf;
read_file("module.conf", \%modconf);
$version=$modconf{'VERSION'};

### END.





nettools/nmap.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module - Nmap
#    Copyright (C) 1999-2003 by Tim Niemueller <tim@niemueller.de>
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 31.08.1999

# Note to myself:
# this file is in a bad shape. Uses too many global vars. Try to clean up
# when time left

require './nettools-lib.pl';
&init_command('nmap');


%NmapTypes = (
    -sT         => $text{'nmap_tcpconnect'},
    -sS         => $text{'nmap_syn'},
    -sF         => $text{'nmap_stealth'},
    -sX         => $text{'nmap_xmastree'},
    -sN         => $text{'nmap_null'},
    -sP         => $text{'nmap_ping'},
    -sU         => $text{'nmap_udp'}
    );

&ReadParse();

$options = "";
for (keys %NmapTypes) {
        $options .= "<OPTION VALUE=\"$_\"";
        if ($in{'scantype'}) {
         $options .= $in{'scantype'} eq $_ ? " SELECTED" : "";
        } else {
         $options .= $_ eq "-sT" ? " SELECTED" : "";
        }
        $options .= ">$NmapTypes{$_}\n";
}


my $execline = "";
if ($in{'host'}) {
  &CheckAll();
}

$Errors="<H3><FONT COLOR=\"red\">\n";
foreach $tmperr (@error) {
 $Errors .= $tmperr . "<BR>";
}
$Errors .= '</FONT></H3>';

&header($text{'nmap_title'}, undef, undef, 0, 0, 0,
        "<a href=\"about.cgi\">$text{'about'}</a>");

if ($execline && !$critical_err) {

 print "<BR><BR>";
 if ($in{'nmap'}) { print &text('running', $text{'nmap_title'}) }

 print "<HR SIZE=4 NOSHADE ALIGN=center>\n$Errors";

 print "<PRE>\n$execline\n";
   open (CHILD, "$execline |");
    while (<CHILD>) {
     print $_;
    }
   close (CHILD);
 print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";

} elsif ($critical_err) {
 print "<BR><BR>";
 if ($in{'nmap'}) { print &text('error_crit', "Nmap") }

 print "<HR SIZE=4 NOSHADE ALIGN=center>\n$Errors";
 print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";
}

print <<EOM;

<br/>
<FORM METHOD="POST" ACTION="$progname">

<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
<TR><TD>
<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
<TR>
<TD>$text{'hostname'}:</TD>
<TD><INPUT TYPE=text NAME="host" SIZE=20 VALUE="$in{'host'}"></TD>
<TD>$text{'nmap_scantype'}:</TD>
<TD><SELECT NAME="scantype">$options</SELECT></TD>
</TR></TABLE>
</TD></TR>
<tr><td><br/>&nbsp;</td></tr>
<TR><TD><TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
EOM

print "<TR><TD><INPUT TYPE=checkbox NAME=\"verbosity\" VALUE=\"1\"";
if ($in{'verbosity'}) { print " checked" }
print "> $text{'nmap_verbout'}</TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"p0\" VALUE=\"1\"";
if ($in{'p0'}) { print " checked" }
print "> $text{'nmap_noping'}</TD></tr>";

print "<TR><TD><INPUT TYPE=checkbox NAME=\"pt\" VALUE=\"1\"";
if ($in{'pt'}) { print " checked" }
print "> $text{'nmap_ackport'}: <INPUT TPYE=text NAME=\"ptport\" VALUE=\"$in{'ptport'}\" SIZE=5> </TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"pi\" VALUE=\"1\"";
if ($in{'pi'}) { print " checked" }
print "> $text{'nmap_ping'}</TD></TR>";

print "<TR><TD><INPUT TYPE=checkbox NAME=\"pb\" VALUE=\"1\"";
if ($in{'pb'}) { print " checked" }
print "> $text{'nmap_ackping_parallel'}</TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"o\" VALUE=\"1\"";
if ($in{'o'}) { print " checked" }
print "> $text{'nmap_osdet'}</TD></TR>";

print "<TR><TD><INPUT TYPE=checkbox NAME=\"i\" VALUE=\"1\"";
if ($in{'i'}) { print " checked" }
print "> $text{'nmap_ident'}</TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"f\" VALUE=\"1\"";
if ($in{'f'}) { print " checked" }
print "> $text{'nmap_tinyfrag'}</TD></TR>";

print "<TR><TD><INPUT TYPE=checkbox NAME=\"p\" VALUE=\"1\"";
if ($in{'p'}) { print " checked" }
print "> $text{'nmap_scanports'}: <INPUT TPYE=text NAME=\"ports\" VALUE=\"$in{'ports'}\" SIZE=30> </TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"fast\" VALUE=\"1\"";
if ($in{'fast'}) { print " checked" }
print "> $text{'nmap_fastscan'}</TD></TR>";

print "<TR><TD><INPUT TYPE=checkbox NAME=\"d\" VALUE=\"1\"";
if ($in{'d'}) { print " checked" }
print "> $text{'nmap_decoys'}: <INPUT TYPE=text NAME=\"decoys\" SIZE=30></TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"e\" VALUE=\"1\"";
if ($in{'e'}) { print " checked" }
print "> $text{'nmap_interface'}: <INPUT TYPE=text NAME=\"iface\" SIZE=5 VALUE=\"$in{'iface'}\"></TD></TR>";

print "<TR><TD><INPUT TYPE=checkbox NAME=\"g\" VALUE=\"1\"";
if ($in{'g'}) { print " checked" }
print "> $text{'nmap_sport'}: <INPUT TYPE=text NAME=\"sport\" SIZE=5 VALUE=\"$in{'sport'}\"></TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"m\" VALUE=\"1\"";
if ($in{'m'}) { print " checked" }
print "> $text{'nmap_maxsock'}: <INPUT TYPE=text NAME=\"sockets\" SIZE=5 VALUE=\"$in{'sockets'}\"></TD></TR>";

print <<EOM;
</TABLE>
</td></tr></table>
<br/>
<INPUT TYPE=submit VALUE="   $text{'lib_nmap'}   " NAME="nmap">
</FORM>
<br/>
EOM



&footer("index.cgi", $text{'nmap_return'});









sub CheckAll {

@error="";

# Check host, or IP
if ($in{'host'} eq '') {
        push(@error, "$text{'error_nohost'}\n");
	$critical_err = 1;
} elsif (length $in{'host'} >64) {
        push(@error, "$text{'error_longhostname'}\n");
	$critical_err = 1;
} elsif ($in{'host'} =~ /[^\w\-\.]/) {
        push(@error, &text('error_badchar', $in{'host'})."\n");
	$critical_err = 1;
}

if (! $in{'scantype'}) {
  $in{'scantype'} = "-sT";
}
$nmap_opt="$in{'scantype'}";

if ($in{'verbosity'}) { $nmap_opt .= " -v" }
if ($in{'p0'}) { $nmap_opt .= " -P0" }

if ($in{'pt'}) {
 $in{'ptport'} =~ s/\ //g;
 if (!$in{'ptport'}) {
      push(@error, $text{'nmap_err_ack'});
 } elsif ($in{'ptport'} < 0) {
      push(@error, $text{'nmap_err_lowport'});
 } elsif ($in{'ptport'} > 65535) {
      push(@error, $text{'nmap_err_highport'});
 } else {
  $nmap_opt .= " -PT$in{'ptports'}";
 }
}

if ($in{'pi'}) { $nmap_opt .= " -PI" }
if ($in{'pb'}) { $nmap_opt .= " -PB" }
if ($in{'o'}) { $nmap_opt .= " -O" }
if ($in{'i'}) { $nmap_opt .= " -I" }
if ($in{'f'}) { $nmap_opt .= " -f" }

if ($in{'p'}) {
 $in{'ports'} =~ s/\ //g;
 if (!$in{'ports'}) {
      push(@error, $text{'nmap_err_port'});
 }
 elsif ($in{'ports'} =~ m/[a-z]*[A-Z]*/g) {
      push(@error, $text{'nmap_err_ports'});
 }
 elsif ($in{'ports'} < 0) {
      push(@error, $text{'nmap_err_lowport'});
 }
 elsif ($in{'ports'} > 65535) {
      push(@error, $text{'nmap_err_highport'});
 }
 else {
   $nmap_opt .= " -p $in{'ports'}";
 }
}

if ($in{'fast'}) { $nmap_opt .= " -F" }

if ($in{'d'}) {
 $in{'decoys'} =~ s/\ //g;
 if (!$in{'decoys'}) {
      push(@error, $text{'nmap_err_decoys'});
 }
 else {
   $nmap_opt .= " -D $in{'decoys'}";
 }
}


if ($in{'e'}) {
 $in{'iface'} =~ s/\ //g;
 if (!$in{'iface'}) {
      push(@error, $text{'nmap_err_iface'});
 }
 else {
   $nmap_opt .= " -e $in{'iface'}";
 }
}

if ($in{'g'}) {
 $in{'sport'} =~ s/\ //g;
 if (!$in{'sport'}) {
      push(@error, $text{'nmap_err_sport'});
 }
 else {
   $nmap_opt .= " -g $in{'sport'}";
 }
}

if ($in{'m'}) {
 $in{'sockets'} =~ s/\ //g;
 if (!$in{'sockets'}) {
      push(@error, $text{'nmap_err_maxsock'});
 }
 elsif ($in{'sockets'} < 0) {
      push(@error, $text{'nmap_err_lowsock'});
 }
 elsif ($in{'sockets'} > 16) {
      push(@error, $text{'nmap_err_bigsock'});
 }
 else {
   $nmap_opt .= " -M $in{'sockets'}";
 }
}


$execline ="$binary $nmap_opt $in{'host'} 2>&1";

return $execline;
} # End Sub CheckAll

### End of nmap.cgi ###





nettools/ping.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module - Ping
#    Copyright (C) 1999-2001 by Tim Niemueller <tim@niemueller.de>
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 27.07.1999


require './nettools-lib.pl';
&init_command('ping');
$|=1;

&ReadParse();

$binary = $config{'ipv6'} ? "${binary}6" : $binary;

my $execline="";
if ($in{'host'}) {
  $execline = &CheckAll();
}


&header($text{'ping_title'}, undef, "ping", 0, 0, 0,
        "<a href=\"about.cgi\">About</a>");

if ($execline) {

 print "<BR><BR>".&text('running', $text{'ping_title'});

 print "<HR SIZE=4 NOSHADE ALIGN=center>\n";

 print "<PRE>\n$execline\n";
   open (CHILD, "$execline |");
    while (<CHILD>) {
     print $_;
    }
   close (CHILD);
 print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";

}

print <<EOM;

<FORM METHOD="POST" ACTION="$progname">
<input type="hidden" name="doping" value="1">

<BR>
<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2 WIDTH=100%>

<TR><TD>
<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2 WIDTH=100%>
<TR>
<TD>$text{'hostname'}</TD>
<TD><INPUT TYPE=text NAME="host" SIZE=20 VALUE="$in{'host'}"></TD>
EOM
print "<TD><INPUT TYPE=checkbox NAME=\"verbosity\" VALUE=\"X\"";
if ($in{'verbosity'} eq "X") { print " checked" }
print "> $text{'ping_verbout'}</TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"numeric\" VALUE=\"X\"";
if ($in{'numeric'} eq "X") { print " checked" }
print "> $text{'ping_numout'}</TD>";

print "<TD><INPUT TYPE=checkbox NAME=\"bypass\" VALUE=\"X\"";
if ($in{'bypass'} eq "X") { print " checked" }
print "> $text{'ping_bypass'}</TD>";

print <<EOM;
</TR></TABLE>
</TD></TR>
<tr><td><br/>&nbsp;</td></tr>
<TR><TD><TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2>
EOM

print "<TR><TD>$text{'ping_numpack'}</TD>";

print "</TD><TD ALIGN=left> <INPUT TYPE=text NAME=\"count\" SIZE=5 VALUE=\"";
if ($in{'count'}) {print "$in{'count'}"} else {print "5"}
print "\"></TD></tr><tr><TD>$text{'ping_packsize'}</TD>";

print "<TD ALIGN=left> <INPUT TYPE=text NAME=\"size\" SIZE=8 VALUE=\"";
if ($in{'size'}) {print "$in{'size'}"} else {print "56"}
print "\"></TD></tr><tr><TD>$text{'ping_pattern'}</TD>";

print "<TR><TD>$text{'ping_packsec'}</TD>";
print "<TD ALIGN=left> <INPUT TYPE=text NAME=\"wait\" SIZE=5 VALUE=\"";
if ($in{'wait'}) {print "$in{'wait'}"} else {print "1"}
print "\"></TD></tr><tr><TD>$text{'ping_pattern'}</TD>";

if ($gconfig{'os_type'} eq "solaris") {
 print "<TD ALIGN=left> $text{'ping_nasolaris'}</TD></TR>";
} else {
 print "<TD ALIGN=left> <INPUT TYPE=text NAME=\"padbytes\" SIZE=8 VALUE=\"$in{'padbytes'}\"></TD></TR>";
}

print <<EOM;
</TABLE>
</TD></TR>

</TABLE>
<br/>
<INPUT TYPE=submit NAME="ping" VALUE="   $text{'lib_ping'}   ">
</FORM>
<br/>

EOM


&footer("", $text{'ping_return'});










sub CheckAll {

  my $ping_opt = "";
  my $ping_cnt = "";
  my $ping_size= "";
  my $execline = "";

  # Check host, or IP
  &terror('error_nohost') if (! $in{'host'});
  &terror('error_longhostname') if (length($in{'host'}) > 64);
  &terror('error_badchar', $in{'host'}) if ($in{'host'} !~ /^([a-z]*[A-Z]*[0-9]*[+.-]*)+$/);

  if (! $in{'count'}) { $in{'count'} = 5; }
  &terror('ping_err_tmpack') if (length($in{'count'}) > 2);

  if ($gconfig{'os_type'} eq "solaris") { $ping_cnt=$in{'count'} }
  else { $ping_opt = "-c $in{'count'}" }


  #Check for Size
  if ($in{'size'} ne '') {
    &terror('ping_err_bigpack') if (length $in{'size'} > 4);

    if ($gconfig{'os_type'} eq "solaris") {
      $ping_opt = "$ping_opt -s";
      $ping_size = "$in{'size'}";
    } else {
      $ping_opt = "$ping_opt -s $in{'size'}"
    }
  }
  
  if ($in{'wait'} ne '') {
    &terror('ping_err_time') if (length($in{'wait'}) > 2);
  
    if ($gconfig{'os_type'} eq "solaris") {
      $ping_opt = "$ping_opt -I $in{'wait'}"
    } else {
      $ping_opt = "$ping_opt -i $in{'wait'}"
    }
  }

  if ($in{'padbytes'} ne '') {
    &terror('ping_err_bigpatt') if (length($in{'padbytes'}) > 32);
    $ping_opt = "$ping_opt -p $in{'padbytes'}"

  }

  if ($in{'verbosity'} eq 'X') { $ping_opt = "$ping_opt -v" }
  if ($in{'numeric'} eq 'X') { $ping_opt = "$ping_opt -n" }
  if ($in{'bypass'} eq 'X') { $ping_opt = "$ping_opt -r" }

  if ($gconfig{'os_type'} eq "solaris") {
    $execline ="$binary $ping_opt $in{'host'} $ping_size $ping_cnt 2>&1";
  } else {
    $execline ="$binary $ping_opt $in{'host'} 2>&1";
  }

return $execline;
} # End Sub CheckAll



### End of ping.cgi ###





nettools/traceroute.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module - Traceroute
#    Copyright (C) 1999-2003 by Tim Niemueller
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#    Created  : 27.07.1999


require './nettools-lib.pl';
&init_command('traceroute');

&ReadParse();

$binary = $config{'ipv6'} ? "${binary}6" : $binary;
my $execline = "";
if ($in{'host'}) {
  $execline = &CheckAll();
}

&header($text{'traceroute_title'}, undef, "traceroute", 0, 0, 0,
        "<a href=\"about.cgi\">$text{'about'}</a>");

if ($execline) {

 print "<BR><BR>";
 if ($in{'trace'}) { print &text('running', $text{'traceroute_title'}) }

 print "<HR SIZE=4 NOSHADE ALIGN=center>\n$Errors";

 print "<PRE>\n$execline\n";
   open (CHILD, "$execline |");
    while (<CHILD>) {
     print $_;
    }
   close (CHILD);
 print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";

}

print <<EOM;

<br/>
<FORM METHOD="POST" ACTION="$progname">

$text{'hostname'}:
<INPUT TYPE=text NAME="host" SIZE=20 VALUE="$in{'host'}">

<br/><br/>
<table border="0" width="100%">
<tr><td valign="top">
EOM

print "<INPUT TYPE=checkbox NAME=\"verbosity\" VALUE=\"X\"";
if ($in{'verbosity'} eq "X") { print " checked" }
print "> $text{'traceroute_verbout'}<br/>";

print "<INPUT TYPE=checkbox NAME=\"numeric\" VALUE=\"X\"";
if ($in{'numeric'} eq "X") { print " checked" }
print "> $text{'traceroute_numout'}<br/>";

print "<INPUT TYPE=checkbox NAME=\"bypass\" VALUE=\"X\"";
if ($in{'bypass'} eq "X") { print " checked" }
print "> $text{'traceroute_bypass'}<br/>";

print "<INPUT TYPE=checkbox NAME=\"icmp\" VALUE=\"X\"";
if ($in{'icmp'} eq "X") { print " checked" }
print "> $text{'traceroute_icmp'}<br/>";

print "<INPUT TYPE=checkbox NAME=\"toggle\" VALUE=\"X\"";
if ($in{'toggle'} eq "X") { print " checked" }
print "> $text{'traceroute_toggle'}<br/>";

print "<INPUT TYPE=checkbox NAME=\"debug\" VALUE=\"X\"";
if ($in{'debug'} eq "X") { print " checked" }
print "> $text{'traceroute_debug'}<br/>";


print <<EOM;
</td><td valign="top">
<TABLE BORDER=0 CELLPADDING=0 CELLSPACING=2>
EOM

print "<TR><TD>$text{'traceroute_hops'}</TD>";
print "<TD ALIGN=left> <INPUT TYPE=text NAME=\"hops\" SIZE=5 VALUE=\"";
if ($in{'hops'}) {print "$in{'hops'}"} else {print "30"}

print "\"></TD></tr><tr><TD>$text{'traceroute_packlen'}</TD>";
print "<TD ALIGN=left> <INPUT TYPE=text NAME=\"length\" SIZE=5 VALUE=\"";
if ($in{'length'}) {print "$in{'length'}"} else {print "40"}

print "\"></TD></TR><TR><TD>$text{'traceroute_waittime'}</TD>";
print "<TD ALIGN=left> <INPUT TYPE=text NAME=\"wait\" SIZE=5 VALUE=\"";
if ($in{'wait'}) {print "$in{'wait'}"} else {print "5"}

print "\"></TD></tr><tr><TD>$text{'traceroute_ittl'}</TD>";
print "<TD ALIGN=left>";
if ($gconfig{'os_type'} eq "freebsd") { print $text{'traceroute_nofreebsd'} }
elsif ($gconfig{'os_type'} eq "debian-linux") { print $text{'traceroute_nodebian'} }
else {
 print " <INPUT TYPE=text NAME=\"inittime\" SIZE=5 VALUE=\"";
 if ($in{'inittime'}) {print "$in{'inittime'}"} else {print "1"}
 print "\">";
}
print "</TD></TR>";

print <<EOM;
<TR><TD>$text{'traceroute_interface'}:</TD>
<td><INPUT TYPE=text NAME=\"iface\" SIZE=5 VALUE=\"$in{'iface'}\"></TD></TR>
</TABLE>
</td></tr></table>

<br/>
<INPUT TYPE=submit NAME="trace" VALUE="  Trace It!  ">
</FORM>
<br/>
EOM

&footer("", $text{'traceroute_return'});





sub CheckAll {

  my $trace_opt="";

  # Check host, or IP
  &terror('error_nohost') if (! $in{'host'});
  &terror('error_longhostname') if (length($in{'host'}) > 64);
  &terror('error_badchar', $in{'host'}) if ($in{'host'} !~ /^([a-z]*[A-Z]*[0-9]*[+.-]*)+$/);

  if ($in{'hops'} ne '') {
    &terror('traceroute_err_hops') if (length($in{'hops'}) > 2);

    $trace_opt = "-m $in{'hops'}";
  }

  if ($in{'iface'} ne '') {
    &terror('traceroute_err_iface') if (length $in{'iface'} > 6);
    $trace_opt = "$trace_opt -i $in{'iface'}";
  }

  if ($in{'wait'} ne '') {
    &terror('traceroute_err_time') if (length $in{'wait'} > 2);
    $trace_opt = "$trace_opt -w $in{'wait'}";
  }

  if ($in{'inittime'} ne '') {
    &terror('traceroute_err_ittl') if (length $in{'inittime'} > 2);
    $trace_opt = "$trace_opt -f $in{'inittime'}";
  }

  if ($in{'verbosity'} eq 'X') { $trace_opt = "$trace_opt -v" }
  if ($in{'numeric'} eq 'X') { $trace_opt = "$trace_opt -n" }
  if ($in{'bypass'} eq 'X') { $trace_opt = "$trace_opt -r" }
  if ($in{'icmp'} eq 'X') { $trace_opt = "$trace_opt -I" }
  if ($in{'toggle'} eq 'X') { $trace_opt = "$trace_opt -x" }
  if ($in{'debug'} eq 'X') { $trace_opt = "$trace_opt -d" }


  if ($in{'length'} ne '') {
    &terror('traceroute_err_length') if (length($in{'length'}) > 3);

    $trace_opt = "$trace_opt $in{'host'} $in{'length'}";
  } else {
    $trace_opt = "$trace_opt $in{'host'}";
  }

return "$binary $trace_opt 2>&1";
} # End Sub CheckAll



### End of traceroute.cgi ###





nettools/whois.cgi
#!/usr/bin/perl

#    Network Utilities Webmin Module - Whois
#    Copyright (C) 1999-2001 by Tim Niemueller <tim@niemueller.de>
#
#    This program is free software; you can redistribute it and/or modify
#    it under the terms of the GNU General Public License as published by
#    the Free Software Foundation; either version 2 of the License, or
#    (at your option) any later version.
#
#    This program is distributed in the hope that it will be useful,
#    but WITHOUT ANY WARRANTY; without even the implied warranty of
#    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
#    GNU General Public License for more details.

#     Created  : 02.09.1999


require './nettools-lib.pl';
&init_command('whois');

if (!$config{'whois_servers'}) {
 @servers=("whois.crsnic.net", "whois.networksolutions.com", "whois.corenic.net", "whois.internic.net", "whois.denic.de", "whois.ripe.net");
} else {
 my $tmpstr=$config{'whois_servers'};
 $tmpstr =~ s/\ //g;
 @servers=();
 foreach $_ (split(/\,/, $tmpstr) ) {
  push(@servers, $_);
 }
}

$server_options="";
map {$server_options .= "<OPTION VALUE=\"$_\">$_\n" } @servers;


&ReadParse();

my $execline = "";
if ($in{'domain'}) {
  $execline = CheckAll();
}

&header($text{'whois_title'}, undef, undef, 0, 0, 0,
        "<a href=\"about.cgi\">$text{'about'}</a>");

if ($execline) {

 print "<BR><BR>".&text('running', $text{'whois_title'});
 print "<HR SIZE=4 NOSHADE ALIGN=center>\n";

 print "<PRE>\n$execline\n";
   open (CHILD, "$execline |");
    while (<CHILD>) {
     print $_;
    }
   close (CHILD);
 print "</PRE>\n<HR SIZE=4 NOSHADE ALIGN=center>\n\n";
}

print <<EOM;
<br/>
<FORM METHOD="POST" ACTION="$progname">

<table border="0">
 <TR>
  <TD>$text{'whois_domain'}:</td><td><INPUT TYPE=text SIZE=20 NAME="domain" VALUE="$in{'domain'}"></TD>
 </tr>
 <tr>
  <TD>$text{'whois_server'}:</td><td><SELECT NAME="server">$server_options</SELECT></TD>
 </tr>
</table>

<br/>
<INPUT TYPE=submit NAME="whois" VALUE=" $text{'whois_button'} ">
</FORM>
<br/>

EOM

&footer("index.cgi", $text{'whois_return'});



sub CheckAll {

  my $whois_opt = "";
  my $execline = "";

  # Check host, or IP
  &terror('error_nohost') if (! $in{'domain'});
  &terror('error_longhostname') if (length($in{'domain'}) > 64);
  &terror('error_badchar', $in{'domain'}) if ($in{'domain'} !~ /^([a-z]*[A-Z]*[0-9]*[+.-]*)+$/);

  if ($in{'server'} ne '') {
    $whois_opt = "-h $in{'server'}";
  }

  $execline="$binary $whois_opt $in{'domain'}";

return $execline;
} # End Sub CheckAll




### End of whois.cgi ###




